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The work presented was aimed primarily at contributing to the control of risks relating to
an industrial installation by means of a safety instrumented system (SIS), through a global
approach defined by the IEC 61508 standard which goes from risk analysis to the
evaluation of SIS. The IEC 61508 approach consists of industrial risk analysis which is a
process used to identify the risks inherent in an industrial system and estimate the levels
of these risks using several methods, tools and software. Then, the reduction of risks
deemed unacceptable in the risk analysis phase to an acceptable level using SIS. The
extent of the reduction to be achieved determines the level of performance that the SIS
must have to achieve this reduction assigned to it (required SIL). The real performance of
SIS (real SIL) must meet the corresponding requirements. Otherwise, technical
modifications must be made to the SIS. The application of the IEC 61508 approach
addresses the risk analysis of butane product overflow stored in a tank and the verification
of the ability of an SIS installed at this tank to control this risk. And if necessary, propose
technical modifications to optimize the performance of the SIS. Risk analysis conducted
using the HAZOP (HAZard and OPerability) method to identify critical accident
scenarios, PHAST (Process Hazard Analysis Software Tool) software and risk matrix to
estimate risk level of a given accident. Verification of the ability of an SIS installed at the
tank to control the risk deemed unacceptable in the risk analysis phase is carried out by
The LOPA (Layer Of Protection Analysis) method for the allocation of the required SIL
for the SIS and SIL module of the GRIF (GRaphical Interface for reliability Forecasting)
software to calculated real SIL of SIS. Depending on the results obtained (required SIL >
real SIL), recommendations likely to strengthen the reliability of SIS are proposed
(modification of the test policy and the architecture of the constituent elements of the SIS)
in order to achieve the required SIL. And thus secure our system.

1. INTRODUCTION

Safety functions play a key role in preventing accidents that
may occur in industrial installations. They come into action
when the industrial process is in abnormal conditions and a
dangerous situation is likely to develop, the systems
performing these functions are the safety barriers, and a
particular type of barrier includes the safety instrumented
systems (SIS). SIS and the safety integrity of the safety
functions they perform are the main topic of this article.

In view of the critical roles of SIS for controlling
technological risks as security barriers, their capacities to
perform as intended security functions must be studied. And
for this, international standards known as "functional safety"
have been developed, in particular the main European
reference which is IEC 61508 [1] on the functional safety of
systems  (Electrical/Electronic/Electronic  Programmable)
relating to safety. This standard adopts a risk-based approach
to propose a general method for specifying security
requirements and covers the entire security lifecycle of
systems and software. In addition, this generic standard serves
as the basis for the development of product and industry
application standards.
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The main objective of the work presented is to verify,
through an evaluation by probabilistic approaches based on the
international standard for functional safety IEC 61508,
whether a safety instrumented function set up at the level of
the TK-411 butane storage tank makes it possible to achieve
the necessary safety target with regard to the critical risk
"Excess level of butane in the tank". Depending on the results
obtained, recommendations likely to strengthen the reliability
of SIS are proposed in order to achieve the required level of
safety integrity.

TK-411 is a tank with a capacity of 20,000 tons of butane
which is a flammable and explosive product under certain
conditions. This tank is controlled by a control and monitoring
system that appears weak; this weakness is confirmed by the
company's feedback recording accidents at the tank due in
particular to product overflow. This is why this reservoir
constitutes an important subject for us to study.

2. METHOD

The proposed methodology is performed to achieve the
objective of study as follow (Figure 1).
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Figure 1. Methodology steps

The methodology revolves around two axes which are the
presentation of the theory of the IEC 61508 approach and the
application of the latter. This approach aims to analyze
industrial risks and especially control them using SIS.

The IEC 61508 approach consists of industrial risk analysis
which is a process used to identify the risks inherent in an
industrial system and estimate the levels of these risks using
several methods, tools and software. Then, the reduction of
risks deemed unacceptable in the risk analysis phase to an
acceptable level using the SIS.

The extent of the reduction to be achieved so that the risk
becomes at an acceptable level determines the level of
performance that the SIS must have to achieve this reduction
assigned to it (required SIL). Once the required SIL is assigned,
the real performance of SIS (real SIL) must meet the
corresponding requirements. It consists in the quantification of
the PFDavg of SIS (reliability of SIS). The obtained value
must not exceed the target measure (required SIL) specified
during the SIL allocation stage. Otherwise, technical
modifications must be made to the SIS.

The application of the IEC 61508 approach addresses the
risk analysis of butane product overflow stored in a tank and
the verification of the ability of an SIS sut up at this tank to
control this risk. And if necessary, propose technical
modifications to optimize the performance of this SIS.

The case study concerns a butane storage tank "TK411"
belongs to an LNG complex (GL1K) located in Skikda-
Algeria.

Risk analysis consist to identify different accident scenarios
that may occur in TK411 and estimation of these accidents.

HAZOP analysis method leads to identify different accident
scenarios resulting from parameters deviations. We limit
ourselves to study one accident scenario: “Butane level
increase in TK411 tank leads to a leak, causing the Pool fire
phenomenon”.

To estimating risk, it should firstly know de definition of
risk which is the combination of the occurrence frequency of
an accident and the severity of its consequences. So. First, we
will determine the severity of the consequences using the
PHAST software, by modeling the thermal effects of the
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accident and relying on an evaluation scale specific to the
company defining categories of severity in relation to the
presence people in areas affected by thermal effects. Then, we
will determine the tolerable level of risk by the company's risk
matrix and thus we will extract the minimum tolerable
frequency based on the company's occurrence frequency scale.

To reduce a risk, you must reduce at least one of its
parameters (its occurrence frequency (and/or) its severity).
According to IEC 61508, the SIS is the safety barrier which
must put the risk in its tolerable frequency and therefore the
risk in a tolerable level.

The requirements required at the SIS to carry out this
mission determines the level of performance that the SIS must
have (required SIL). It will be calculated using the LOPA
method.

The ability of the SIS to carry out this mission concers the
real performance of SIS (real SIL). It consists in the
guantification of the PFDavg of SIS (reliability of SIS). which
will be calculated by GRIF software.

If (real SIL>required SIL) the SIS is capable of controlling
the risk, if (real SlL<required SIL) the SIS is not capable of
controlling the risk, hence the need for technical modifications
to optimize the performance of SIS.

3. IEC 61508 STANDARD

IEC 61508 is the only multisectoral standard that addresses
the whole issue of Electrical, Electronic and Electronic
Programmable (E/E/EP) systems; it addresses both hardware
and software security. It is also the only highly technical
standard that provides keys, which you just need to comply
with to achieve a goal.

This international standard sets out a generic approach for
all safety lifecycle activities for systems comprised of (E/E/PE)
elements that are used to perform safety functions. This
unified approach has been adopted in order that a rational and
consistent technical policy be developed for all electrically-
based safety-related systems. A major objective is to facilitate
the development of product and application sector



international standards based on the IEC 61508 series.

IEC 61508 is based on two concepts that are fundamental to
its application: the safety life cycle and safety integrity levels.

This standard is performance-oriented, leaving it up to the
user to carry out his risk analysis and it offers him the means
to reduce this risk.

It describes the principles, techniques and measures for
achieving functional safety of E/E/EP safety related systems.
A special type of these systems is the safety instrumented
systems (SIS) [1].

4. IEC 61508 APPROACH

IEC 61508 is a standard that provides a structured approach
relying on risk analysis in order to establish the safety
requirements for SIS to control this risk. It aims at designing
and operating the SIS within reliability confidence that meets
these requirements [1, 2]. IEC 61508 approach diagram is
shown in Figure 2.

4.1 Risk analysis
Risk is the combination of the occurrence frequency of an

accident and the severity of its consequences [3].
Risk analysis is a process used to identify the risks inherent

in an industrial system and estimate the levels of these risks
using several methods, tools and software [4, 5].

Risk identification is used to comprehend the nature of risk
and to determine the accident scenarios can occur in system.

Risk estimation is used to estimate the frequency of accident
occurrence and its consequences.

Risk analysis can be carried out, depending on the quality
of the information and data collected on the system by several
ways, risk analysis methods such as HAZOP, FMECA
(Failure Modes, Effects and Criticality Analysis), PHA
(Preliminary Hazard Analysis), FTA (Fault tree analysis).
Modeling and calculation software such as PHAST, ALOHA
(Areal Locations of Hazardous Atmospheres).

4.2 Risk reduction

Risk reduction concerns risks deemed unacceptable in the
risk analysis phase.

To reduce a risk, you must reduce at least one of its
parameters (its occurrence frequency (and/or) its severity).

For this, technical, physical and human/operational security
barriers are used [6].

According to IEC 61508, the SIS is the safety technical
barrier which must put the risk in its tolerable frequency and
therefore the risk in a tolerable level.

Fhysical barriers

Human/operational |
barrlers

[SIS able of controlling risk ]

real SIL = required SIL
SIS

The performance that SIS
must have (required SIL)

%, validation

515 unable of controlling ris
need modifications:

- Number of elements

- Choice of elements

- Redundancy type

- Maintenance of elements /

The real performance of SI5

real SIL < required SIL {real SIL}

Technical barriers
SIS

' Sensing

elements (S): - \_e
\_detection b

Figure 2. IEC 61508 approach

" decision

! Final elements :
,) (FE): action

- solver (LS): !

Figure 3. Typical SIS configuration
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4.2.1 Safety instrumented system (SIS)

Safety instrumented system is a safety technical barrier
whose objective is to achieve or maintain a safe state of the
process when a dangerous event occurs. SIS includes sensors,
transmitters, logic solver and final control elements [7]. A
typical composition of a SIS is represented in Figure 3.

- input elements (sensors, detectors, etc.) which monitor
the evolution of the parameters representative of the
installation (temperature, pressure, flow, level, etc.).

- logical units (PLC, API, DCS) programmabl controller
which collect information from the input element
subsystem and carry out the decision-making process.

- terminal elements (emergency stop valves, pumps,
alarms, etc.) which act, under the order of the logic units
subsystem, on the installation to neutralize its drift by
putting it in a safe state.

4.2.2 Safety Integrity Level (SIL)

The performance of an SIS is determined in terms of safety
integrity level (SIL).

To specify SIL, IEC 61508 specifies two reliability metrics,
depending on how often the SIS is requested to respond to
hazardous events: The average probability of dangerous
failure on demand (PFDavg) and the probability of dangerous
failure per hour (PFH). The first measure is appropriate for SIS
called upon at a low frequency (less or equal to once per year),
whereas the second one is relevant when such frequency is
high (more than once per year) or continuous [8]. The
accordance between SIL levels and the above indicators is
presented in Table 1.

Table 1. SIL according to PFDayg and PFH [1]

SIL PFDavg PFH(h)!
4 >105to <0 >109to <108
3 >10"*to <1073 >108to <1077
2 >1073 to <102 >10" to <106
1 >102to <10 >10%to <105

4.2.3 Required safety integrity level to the SIS (required SIL)

Required SIL is the performance level that the SIS must
have to achieve the reduction assigned to it so that the risk
becomes at an acceptable level.

It consists in the quantification of the PFDavg or PFH
(reliability required of the SIS).

The IEC 61508 standard describes several methods of
allocating required SIL [7-11]. Some are of qualitative types
(the risk graph [8], the criticality grid [9], etc.) and others are
quantitative (LOPA: Layer Of Protection Analysis [12, 13]).

4.2.4 Real safety integrity level of the SIS (real SIL)

Once the required SIL is assigned, the real performance of
SIS must meet the corresponding requirements.

It consists in the quantification of the PFDavg or PFH
(reliability of the SIS).

The obtained value must not exceed the target measure
specified during the required SIL stage.

This quantification requires the consideration of several
parameters: system architecture (number of elements used and
their voting logic), failure rates, diagnostic coverage, periodic
tests intervals (full and partial), repair time, and common cause
failures.

To perform these calculations, IEC 61508 provides
simplified analytical formulas that are valid under some
assumptions [14]. Furthermore, several simplified formulas
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can be found in the literature [15-17]. It should be noted that
conventional quantitative methods, such as the fault tree
analysis and Markov chains [18], are more suitable due to their
wide range of validity. also, automatic calculation software
such as SET (Safety Evaluation Tool), SIStema (Safety
Integrity Software Tool for the Evaluation of Machine
Applications) IMS SIS (Integrity Management Solutions of
Safety Instrumented System) [19] and GRIF (GRaphical
Interface for reliability Forecasting) [20] which is addressed in
our work.

4.2.5 Validation of the SIS

Once the required SIL and real SIL are determined, it
remains to compare them. If the real SIL equals the required
SIL, we say that this SIS meets the requirements attached to it,
i.e., this SIS is capable of achieving the risk reduction that has
been assigned to it; therefore, the objective of security is
achieved. But if the actual SIL is less than the required SIL,
the SIS must be optimized in such a way that the actual SIL is
equal to or greater than the required SIL.

5. CASE STUDY DESCRIPTION

The system chosen to illustrate the IEC 61508 approach
concerns a butane storage tank 'TK411' belongs to butane
storage and refrigeration section of an LNG complex (GL1K)
located in Skikda-Algeria.

5.1 Description of the TK-411 storage tank system

The butane refrigeration loop makes it possible to liquefy
the evaporations from the butane tank. The refrigeration
capacity in place makes it possible to treat the butane coming
from a distillation unit and from refinery plant in the vicinity.
The gaseous butane coming from the TK- tank 411 is
compressed by compressors C-411, C-412 and C-413, then
condensed by air condenser F-411. It should be noted that only
two compressors are functioning initially, while the third is in
standby. Also, in the event of an electrical failure, the C-421
compressor driven by a diesel engine allows in service the
refrigeration cycle. The butane is then sent into the V-411
stabilizer balloon before being routed again to the storage tank.
When the vapor phase of the V-411 balloon reaches 6.5 bars,
the PV-420 opens and sends the incondensable to the V-311
expansion balloon. A simplified scheme of the TK411 is
depicted in Figure 4.

The TK-411 tank is intended to store butane at
approximately -8°C. In order to prevent heating due to the
ambient air, the storage tank consists of a double tank and
suspended roof. Heat-insulating materials occupy the space
between the outer and inner walls. The characteristics of the
butane storage tank are shown in Table 2.

Table 2. Characteristics of the butane storage tank

Tag Name TK-411
Service Butane storage tank
Type Double wall insulated
Capacity 20.000 tons
Dimension
(external tanks and domes) D=40.7:m; h=35.7 m
Design temperature -10°C
Design pressure 70 mbar




5.1.1 Level monitoring system

The storage tank is fitted with a level gauge (LS 420). The
level gauge is used to give indications locally as well as in the
control room (DCS/Triconex) on a recorder. It is equipped
with alarms, high (LSH 420) and very high (LSHH 420), low
(LSL 420) and very low (LSLL 420). When the low-level
alarm sounds, the operator must immediately stop the
expedition of butane. On the very low-level alarm, the loading
pumps (PM 415) stop automatically to maintain a minimum

volume of liquid and the withdrawal valve of the
corresponding tank (ROV 415) closes. When the high-level
alarm sounds, the operator must immediately stop the
reception of butane, the very high-level alarm causes the
automatic closing of the filling valve of the corresponding tank
(ROV 411).

Safety instrumented systems associated with risk
threatening the tank is presented in the following Table 3.

Table 3. SISs associated with risk threatening the tank

SIS Architecture
Potential Risks Objective of SIS Detector L([)]g,:ictal Actuators
. . . . ROV-451 (to close)
Risk of bursn:;i Ef the TK-411 High pressure safe‘tﬂ in storage tank TK- PSH-412 Triconex FV-451(to close)
PV-411H (to open)
. . . ) Very low-pressure ) PV-411L (to open)
Risk oflmplostla(;ri(ofthe TK-411 Very low-level Iszﬂj-jé(s) Triconex ROV415 (to close) + PM415 (to
safety in the storage tank TK-411. stop)
Risk of overflowing the TK-411 Very high-level security of the TK-411 LSHH- Triconex ROV-411(to close)
tank tank 420
Table 4. Presentation sheet of the HAZOP method (Level high)
i N Causes Consequences Barrieres Ctittezlis Recommendations
Parameter Keyword S P
- Flow detectors (FI-414 and )
FI-415) allowing the operator - Equip the F1-414 (or/and) FI-415
- Spill in the inter-wall. to observe the rise in level in with a high flow alarm.
More - Breakage of the outer the tank. - Install a differential pressure level
upstream wall follows from the - High level alarm in tank transmitter, equipped with high level
flow. breakage of the inner TK-411 (LSH-420) + 4 1 alarm.
Level High (Pm411 wall. operator action. - Study the Safety Integrity of SIS
failure) - Pool fire, UVCE, Flash - Safety on very high level in protecting the tank against the very
Fire. the tank TK-411 (LSHH-420) hight level in the tank (LSHH-420/
causing the automatic closing Triconex/ ROV-411).
of the ROV-411 supply valve.
Humar_1 error Same as above Same as above 4 2 Same as above
Overfilling.
L2
Ca13(=standby)
3 < | J— P ’ Lre >
Gas Flare PVHATY ROV413 L Py
” Fa11
DCS o
\a/ cat
V31
TK411
van
[Distillation >  Expedition
Refinery ROVAI ROVA1E
ik

LV413

Figure 4. Butane storage and refrigeration process [21]



According to the classification of IEC 61508, this system
(On very low or very high level alarm) is called a safety
instrumented system (SIS) operating in low demand: its
appropriate measure of reliability is the PFD (probability of
dangerous failure on demand).

In our study, we limit ourselves to the safety instrumented
system (SIS) operating in the event of a very high level in the
Tk-411 storage tank.

6. APPLICATION OF IEC 61508 APPROACH

In what follows, the IEC 61508 approach will be applied on
the butane storage tank described in the previous section.

6.1 Risk analysis

As we said before, the first step of the IEC61508 approach
is risk analysis to identify different accident scenarios that may
occur in the system to be studied (the butane storage tank). To
do that, HAZOP will be used. Then, the consequences
(accidents) should be expressed in terms of severity and
probability (frequency) of occurrence.

6.1.1 ldentification of critical accidents scenarios

HAZOP analysis method leads to identify different accident
scenarios resulting from parameters deviations [22]. In our
study, we limit ourselves to one deviation (‘Level high’ of
butane in the tank) which can lead to catastrophic accidents,
see (Table 4).

6.1.2 Selection of an accident scenario

Butane level increase in TK411 tank leads to the spillage in
the inter-wall followed by a leak, causing the Pool fire
phenomenon. A simulation of this scenario is presented in
Figure 5.

6.1.3 Risk estimation

GL1K plant has classified risk severity levels and the
occurrence frequency levels according to a scale shown in the
Table 5 and Table 6 [23].

a) Estimation of the severity level

To estimate the level of severity, we modeled the thermal
effects of Pool fire using the PHAST software (Figures 6-8)
and compared these effects to the severity scale of GL1K [24].

The reference values relating to the thresholds of thermal
effects on humans to be used are [25]:

e The threshold of 8 kW/m? corresponds to the
threshold for significant lethal effects delimiting the
zone of very serious dangers to human life and to set
up optimum information for the personnel working in
this area on the fire risk and what to do in the event
of an accident. This threshold makes it possible to
determine a zone Z1 in which any human presence
should be limited. No fixed post can be held in this
zone.

e The threshold of 5 kW/m? corresponds to the
threshold for the first lethal effects. It quickly causes
pain in humans (within seconds) and lethal lesions
(for more than 60s). It therefore makes it possible to
determine a zone Z2 in which it is imperative to limit
the establishment of constructions or works
concerning in particular third parties. Intervention
personnel (firefighters) protecting themselves with
fireproof clothing must not go beyond this zone.

e The threshold of 3 kW/m? corresponds to the
threshold for irreversible effects. It generates serious
effects on humans and determines the Z3 zone: pain
in about twenty seconds and first degree burns after
about a minute.

According to the GL1K EDD [20] which defines the daily
presence of personnel in zones Z1, Z2 and Z3, and referring to
Table 5, the severity of studied risk (Pool fire) is "Catastrophic
S4".

\ '} { I‘_/[ }4
N ! ) )
\ \;_\"35 J v 3 %
T —_——
- \/—\ N
Butane leak Filling the retention basin Pool fire

Figure 5. A scenario simulation

Table 5. GL1K severity scale

Zone Related to Significant Lethal

Severity Effects

Zone Related to First Lethal

Zone Related to Irreversible Effects
Effects

5. Disastrous More than 100 exposed persons

More than 1000 exposed persons

More than 10000 exposed persons

4, Between 10 0 and 1000 exposed Between 1000 and 10.000 exposed
C . Between 10 and 100 exposed persons
atastrophic persons persons
3. Important Between 1 and 10 exposed persons Between 10 and 100 exposed Between 100 and 1000 exposed
persons persons
2. Serious At most 1 exposed person At most 10 exposed persons Between 10 and 100 exposed persons
1. Minor No exposed person At most 1 exposed person Less than 10 exposed persons




Table 6. GL1K occurrence frequency scale

Scale 1 2 3 4 5
Qualitative ranking  Possible but extremely unlikely ~ Very low Low Moderate High
Frequency/ year F<10° 104>F>105 10°>F>10* 10>>F>10° F>10?

| P N == Thermal flux

—
tn
=

Radiation Level [kW/m2]
5 g
y

H*““H-g...___.

0 20 40 60 80 100 120 140 160 180 200 220 240
Downwind distance [m)]

———p.

Figure 6. Thermal effects vs. distance for Pool fire

Legend ~
= Modeling of a Late Pool Fire at TK 411.
Equipment: TK 411
Material: N-BUTANE
Program: Phast 8,22
Scenario: Leak
Weather: 36/E
Wind Direction: 259 deg
Workspace: Pool fire
E & e Thermal flux
i AV Thermal fiux 8 KWim2
ly AV Thermal fiux 5 K/m2
Ny /\/ Thermal flux 3 KW/m2

I e/ Equipment

Figure 7. Modeling defined thermal effects levels for Pool fire

Pool diameter Distance Distance Distance
[m] downwind to downwind to downwind to

intensity level 1 | intensity level 2 | intensity level 3
(3 kW/m2) [m] | (5 kW/m2) [m] | (8 kW/m2) [m]

Study\TK 411 Leak 36/E 48,13 235,66 192,304 158,299

Figure 8. Report of distance to defined thermal effects levels for Pool fire

b) Determination of the tolerable frequency Risk acceptance matrix classifies different risks at different
The risk matrix is a tool to classify and visualize risk by levels, as shown in Table 8.

defining categories of consequences and occurrence frequency.

That is, this tool is the use of both qualitative scales shown in Table 7. Risk acceptance matrix for GL1K [20]

Table 5 and Table 6. The data obtained are then applied to a

matrix in Table 7, classifies different risks at different levels. Frequency
We found that the severity class for studied risk (Pool fire) Severity Pl P2 P3 P4 P5

is "Catastrophic S4". According to the GL1K's risk acceptance
matrix, for this risk to be tolerable, the maximum tolerable
frequency level should be "Very low P2", as well as, referring
to Table 6, the maximum tolerable frequency should be:
FT=1E-5/ year.

M
M
M
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Table 8. Risk levels

_ Low risk (accepted)
Moderate risk (tolerated)

_ High risk (not accepted)

6.2 Allocation of the required SIL for SIS

According to IEC 61508, the SIS is the safety barrier which
must put the risk in its tolerable frequency and therefore the
risk in a tolerable level.

The requirements required at the SIS to carry out this
mission determines the level of performance that the SIS must
have (required SIL). It will be calculated using the LOPA
method.

This method is an analytical tool that builds on hazard
identification and characterization information developed
during a HAZOP.

LOPA is widely used as semi-quantitative method for the
allocation of safety integrity levels.

The factors taken into account when assigning safety
requirements are the accident frequency and the tolerable
accident frequency. The accident frequency needs the
quantification of the initiating event frequency and the average
probabilities of failure on demand of each protection layer. A
major condition that must be satisfied is the independence of
the different layers of protection (IPL: independent protection
layers) [12].

6.2.1 Calculation of the PFDayg™'
The PFDayg of SIS value is calculated by Eq. (1).
PFD%‘; = FT/FC without SIS (1)
where:
- Fr (Tolerable accident Frequency) it is extracted
before, F = 1E-5/year.
- Fc wiho sis (Accident frequency without the
contribution of SIS) can be calculated as follows:
The frequency of the feared event (Fc) is obtained by
multiplying the frequency of the initiating event (Fig) and the
average probabilities of failure on demand (PFDay') of each

protection layer (Eq. (2)).
FC=FIEXHiPFDtiwg (2)

To calculate Fc without s1s, We multiply the two preceding
quantities except the PFDay™'® (Eq. (3)):

Fe without sis = Fig X [l #s1s PFDtilvg (3)

where:

- The initiating event is the failure of the tank filling
pump and operator error. And the frequency value of this later
is: Fig=1E-1l/year. This data warns of operating experience
feedback from the operator.

- The IPLs other than SIS and their PFDs are shown
in Table 9. This data warns of supplier.

Table 9. IPLs and their PFDs

IPL Appellation PED
IPL1 LAH-420 high level alarm + operator action. PFD1=2E-1
IPL2 FI-414 and FI-415 (Flow detectors) PFD2=1E-1

Applying formula (3), the accident frequency without SIS
equal to: Fc without sis=2E-3/ year.

Remark: Depending on the value of the PFDZ;;, obtained
for a safety function, we deduce the corresponding SIL level
by (Table 1), and which is the required SIL.

The results obtained during the application of the LOPA
method are summarized in the following Table 10.

6.3 Calculation of real SIL of SIS

To calculate the SIL level of SIS, the SIL module of the
GRIF software (Graphical interface for reliability forecasting)
was used.

Various parameters are taken into account such as: the loop
architecture integrating redundancy and voting levels, the
maintenance and test policy (coverage rate and frequency),
and the common cause failures "the B factor for redundant
architectures is estimated at 10%".

Table 10. Summary of the results of the LOPA method

Independent Protection

Security Objective Fr Initiating Event Layers Intermediate Frequency  IPL3 (SIS)
-1 AA/i k] -1
(year™) Designation Frequency (year %) IPL1 IPL2 Without SIS” (year™) PFDRequired SIL
1E-5 El 1E-1 2E-1 1E-1 2E-3 5E-3 2

Table 11. Reliability data [26]

Dangerous - - " Unit
_ Equipment  Failure Failure Self-diagnosis First Interval Interval Between Running Typeof MTTR
Equipment Coverage  Between Tests  Two Tests - : PFD
Type Mode Rate DC(%) ) Consecutive (h) During Testing (h)
A (h-1) 5 Test
LSHH-420 -ével sensor Doesnot ., gop 46 80 26280 26280 non full 24
(float) work
Butterfly Non-
ROV-411 valve closingon 3,10E-06 70 26280 26280 non full 24
(pneumatic)  request
TRICONX _ Safety 2.0E-4
automaton

Note: The supplier has determined the PFD of TRICONX and certified it as SIL 3



a. Hypotheses:
o Failure and repair rates are constant over time.
o Failures are independent between two tests.
e The depth of periodic testing is 100% (all dangerous
failures are detected).
b. Reliability data
All the reliability data to enter for the calculations we
performed with the GRIF software are given in Table 11.

6.3.1 Presentation of the obtained results
The results obtained will specify for SIS:

e The average probability of failure on demand (PFD(t)
Moyenne).

e The maximum probability of failure on demand
(PFDavg Maximum).

e The percentage of time spent by the loop in the
different SIL levels.

PFD

i/ JANAATA T,
I/ V

o 25 5 75 10 125 18 17.5 20 2258 25 275 30

PFDAvg : Maximum=196E-2,
PFDit) : Average=1.96E-2, SIL0=0%, SIL1=75.5%, SIL2=23.46%, SIL3=1.04%, SIL4=0%

[— PFDAvg — PFD(t) — Actuators — Sensors — Salver |

Figure 9. PFD and SIL graph of SIS

6.3.2 Results interpretation

We have noticed that in the case of a periodically tested
system the probability (PFD) of having a dangerous failure
between two periodic tests increases as a function of time, it
increases until a test is performed and decreases just after the
test has been performed, then it increases again until the next
test.

The tests make it possible to verify that the components
participating in the safety function are operational and, if not,
to repair them.

After each test and possible repair, the components regain a
probability of failure equivalent to that which they had at time
t=0. "As good as new".

The results shown in Figure 9 allowed us to extract the SIL
of the studied SIS in two ways:

1)  The SIL corresponds to the SIL zone where the loop
spends the greatest percentage of time. In fact, a loop with an
SIL2, for example, can almost never be permanently at its SIL
level over time, as shown in Table 12.

Table 12. The percentage of time spent by the loop in the
different SIL levels

Table 13. Summaries of SIL calculation results

Discussions
Required SIL level not reached with
the current configuration of the safety
loop

Required SIL Real SIL

2 1

SIL SILO SIL1 SIL 2 SIL3 SIL4
The
Percentage of 0% 75.5%  23.46% 1.04% 0%

Time (%)

2)  The value of PFDavg is used to deduce the value of
SIL using Table 1.

Given PFDavg=1.96 E-2 and referring to Table 1: SIL (1.96
E-2) = SILL.

Summaries of SIL calculation results are shown in Table 13.

6.4 Validation and recommendations

By comparing the result of required SIL and real SIL
(required SIL>real SIL), we deduce that SIS doesn't meets
the requirements attached to it, it is therefore the risk is
unacceptable.

The SIS must be optimized in such a way that the (required
SIL<real SIL) in order to reduce the risk to a level at least
tolerable, we have proposed the following recommendations:

1) Establish a policy for testing the safety function with
a periodicity of 1 year.

2) Add a valve identical to the ROV-411 valve, in 1002
configuration.

6.4.1 Result after taking into account the proposed
recommendation
SIL result after considering the first recommendation:

L

L2

AR R AR I AT R A L

225 25 275 30

PFDAvg : Maximum=6.78E-3,
PFD(t) : Average=6.78E-3, SIL0=0%, SIL1=24.78%, SIL2=70.37%, SIL3=4.85%, SIL4=0%

|— PFDAvg — PFD(t) — Actuators Sensors Solverl

Figure 10. PFD and SIL graph of SIS after considering the
first recommendation

According to Figure 10, the SIL becomes SIL2.

The first recommendation makes it possible to reach the
required SIL level (SIL2).

SIL result after considering the second recommendation:

PFD

L2

] 2.5 5 7.5 10 125 15 175 20 225 25 275 A0
‘ear(s)
PFDAvg : Maximum=8.75E-3,
PFD(t) : Average=8.75E-3, SIL0=0%, SIL1=42.49%, SIL2=53.59%, SIL3=3.92%, SIL4=0%
|—PFD.&.vg = PFD(t) — Actuators — Sensars 5-:-|'v'>3|'|

Figure 11. PFD and SIL graph of SIS after considering the
second recommendation

According to Figure 11, the SIL becomes SIL2.
The second recommendation makes it possible to reach the
required SIL level (SIL2).



7. CONCLUSIONS

Our study focuses on the theme of the ability of an
instrumented safety system to control an industrial risk, by
evaluating their required performance (required SIL) and their
actual performance (real SIL) according to a well-structured
approach of the IEC 61508 standard.

We first presented the methodology proposed to achieve our
objective. It is divided into two sections; the first presents the
theory of the IEC 61508 approach, the second presents an
application of this approach on an industrial system, the latter,
following these steps:

»  We have briefly described the system on which we
have illustrated this approach. It consists of a butane storage
tank belongs to butane storage and refrigeration section of an
LNG complex (GL1K) located in Skikda-Algeria.

> The application was initiated by a risk analysis
conducted using the HAZOP method to consider critical
accident scenarios; it has shown that the SIS comes into action
when the level of butane rises excessively in the storage tank,
and therefore a dangerous accident such as the Pool fire is
likely to develop.

»  The risk estimation of a given accident is performed
using PHAST software and risk matrix, it has shown that the
severity class for studied risk (Pool fire) is "Catastrophic G=4",
for this risk to be tolerable the maximum tolerable frequency
is: FT=10"/year.

»  The application of LOPA method to determine the
necessary risk reduction, which must be provided by the safety
instrumented system (SIS), gave us as a result a "required SIL
= SIL 2" based on the PFD obtained (5.0E-3). While the real
SIL was obtained by using the SIL module of the GRIF
software, where "real SIL=SIL 1" was obtained. So, we
deduced that the real SIL is not enough to reach the required
risk reduction.

> To reach the required SIL a modification has been
proposed. It consists to modify the architecture of actions
elements (valve) of SIS from 1001 to 1002 or to change the
testing policy of the constituent elements of the SIS from 3
years to 1 year. Calculations after the proposed modification
gave us a new SIL; it is SIL 2 as required.

This study allowed us to arrive at the results on the security
state of the "TK-411 butane storage tank" system, and on the
basis of these results we proposed the measures to be taken to
increase the security level of the system and prevent the
occurrence of adverse events. We suggest the deployment of
this approach to all SIS in the complex.
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