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Web Browser Private mode is a feature hide activities carried out by users, user activities 

not stored on the hard disk or SSD, so they cannot be analyzed with standard forensic 

techniques (static forensics). This study aimed to acquire web browser artefacts from 

Random Access Memory (RAM) and Network Traffic on Windows 10 and Ubuntu Linux 

operating systems. The problem of this study is how to find evidence of a crime in a web 

browser that utilizes the private mode feature. The web browser in private mode does not 

leave any traces on the User’s computer, so it becomes an obstacle in the process of 

searching for digital evidence of a crime. This article proposed parallel data acquisition 

data through two different sources to obtain digital evidence using private mode web 

browsers, from RAM and Network Traffic. All website log on Windows 10 and Ubuntu 

20.04 are founded with RAM analysis. Analysis network traffic also revealed (1) source 

IP address, (2) destination IP address, (3) protocol, (4) source port, (5) destination port, 

(6) timestamp (communication time done), (7) length packet (number of packets

transmitted), (8) operating system host client, (9) hostname server and (10) browser client.
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1. INTRODUCTION

Private mode is browser’s feature that allow user to surf in 

the Internet and leave minimum traces. Typical web browser 

provides browsing data and history to facilitate user 

customization, such as recommendations of websites that have 

been visited [1, 2]. In contrast, private mode does not provide 

such features. When cybercrime occurs on social media using 

browser in private mode, it is less opportunity for investigator 

to collect evidence due to no browser files or log are available 

in the device of user/suspect [1, 2]. Investigator even cannot 

identify site that has been visited by the suspect nor IP of the 

site. In similar case, investigator usually relies on browser log 

to obtain evidence and information related to the case [3-5]. 

The APJII Bulletin published by the Indonesian Internet 

Service Users Association revealed that in 2019 internet users 

in Indonesia reached 171.17 million people out of 264.16 

million Indonesia population [3]. Due to the extensive use of 

web browsers, cybercriminals or suspects, commonly, can use 

browsers to commit any criminal acts or visit different 

websites to gather information, so this can be considered a 

good source of electronic evidence for use in lawsuits and 

other crime-related investigations [1, 4]. The crime is not 

considered to be finished until the responsible parties are 

prosecuted before the court [5]. 

Live Forensics is the process of collecting forensic evidence 

from an ongoing computer system [6-9]. Live forensic 

techniques are highly recommended on live systems whose 

data will be lost when the system is turned off and 

disconnected from the network. Live forensics on a PC can 

only be done by running programs on the Suspect’s machine, 

but retrieving files directly from the Suspect’s device is 

contrary to existing forensic procedures, it is feared that it can 

damage the Suspect’s device [10, 11], Live forensic methods 

are also expected not to intervene and modify the suspect 

system [12]. According to common forensic principles, 

investigators should “never have worked on the original 

system” because working on a suspected machine could 

damage the existing evidence. 

Private browsing has been known in many web browsers. 

Google Chrome names it Incognito Mode. Chrome [13] will 

not store browsing history, cookies, site data, or information 

entered in the form. The files that the user downloads and the 

bookmarks that the User creates will be saved. User activity is 

not hidden from websites you visit, companies or user schools, 

or ISPs. Mozilla Firefox names private browsing [14], i.e., not 

storing User browsing information, such as history and 

cookies, without leaving a trace after the User ends the session. 

Firefox also has Enhanced Tracking Protection, preventing 

hidden trackers from collecting user data on some websites. 

Microsoft Edge calls it InPrivate mode [15], i.e., when the 

User uses the InPrivate tab or window, the User’s browsing 

data (such as User history, temporary internet files, and 

cookies) is not stored on the User’s Personal Computer (PC) 

once the User is complete. Apple Safari names it Private 

Browsing [16] that is, when the User uses the private browsing, 

the User’s browsing details are not stored, and the website that 

the user visits is not shared with other devices [1, 2, 17-20].  

Web browser private mode does not leave any trace on 

primary storage (hard disk). Private browser private mode 

disables browsing history and web cache [19, 21-23]. The 

main problem in the live forensic method in private mode web 

browsers is collecting artefacts on volatile storage media such 

as CPU Registers, Random Access Memory (RAM), and 
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network connections. The duration of log storage time is also 

another problem in volatile media [11]. 

Newer live forensic analysis tools can perform data 

acquisition on suspects’ computer conditions, but these 

analysis tools may be able to contaminate evidence by leaving 

traces in memory [11]. The challenges for investigator forensic 

web browsers are private browsing and portable mode features 

[10] and retrieving proof of cybercrime through other sources 

as evidence. The other challenges are how to contaminate the 

primary evidence of the crime (Suspect’s computer). All 

modern browsers support browsing in private mode; on the 

other hand, portable mode leaves no trace of Internet activity 

on the local machine; after the search is complete, all browser 

files are created on the portable device on which the browser 

is running. 

Live forensic provides the opportunity to access network 

resources [11] so that the live forensic network can be an 

alternative source of finding artefacts in cybercrime cases. 

Forensic browser is expected to provide crucial evidence in 

cybercrime investigations [10]. Tri Rochmadi research [24] 

states that suspects can eliminate website browsing data by 

using anti-forensic tools [24]; that is, by hiding the search data, 

the capture of data directly also allows for changes to the 

evidence [11]. So that data acquisition techniques are needed 

in live forensic methods through other media except for RAM. 

Every computer used to use a private mode web browser must 

be connected to the internet network so that data acquisition 

can be made by live acquisition of internet network activities.  

 

 

2. LITERATURE REVIEW 

 

Suma, G. S., Dija, S., & Pillai, A.T. Tried to obtain evidence 

of the crime of using the web browser in the relevant normal 

mode by leaving minimal evidence on the Suspect’s device, 

analysis of the evidence was conducted on the Investigator’s 

machine. Davies et al. use live forensics to analyze 

ransomware and recover cryptographic fragments in RAM that 

may be used to reverse the effects caused by ransomware [25]. 

Tri Rochmadi, Imam Riadi, Yudi Prayudi’s research on 

forensic anti-forensics revealed that search history, timestamp, 

and password are still possible if the data in the computer 

RAM is not deleted (anti-forensic). Still, if the data in RAM 

has been deleted with tools such as Clean After Me, it isn’t 

easy to find data that can be analyzed [24]. Tri Rochmadi 

research [26] obtained digital evidence artefacts from 

Browzar’s web browser on the Windows 7 operating system 

using the DumpIt tool. It analyzed using Forensic Memory 

Volatility and Winhex to get three potential digital evidence 

related to criminal cases on the internet; the digital evidence is 

the URL or address of the website visited by the User’s, 

timestamp, which is the time to access the URL by the 

perpetrator, and the password that is the perpetrator’s account 

and is used for logging into the Google Mail account. Research 

written by Junghoon Oh, Seungbong Lee, Sangjin Lee [27] has 

considered browser log files as a potential source for 

extracting information. Huwida Said, Noora Al Mutawa, and 

Ibtesam Al Awadhi [28] extract artefacts using RAM analysis. 

Rathod [20] uses history, cookies, login data, topsides, 

shortcuts, user profile, prefetch file, and RAM analysis to 

collect Google Chrome artefacts. Jadhav [29] have obtained 

user activity on Mozilla Firefox web browser, opera, internet 

explorer, and google chrome in normal mode got log history, 

cookies, searched keywords, website hosts, and download logs. 

Huwida Said, Noora Al Mutawa, and Ibtesam Al Awadhi [28] 

extracting private browser artefacts with FTKImager and 

Winhex found a different result that (1) that Inprivate mode in 

Internet Explorer stores history on the hard disk but that data 

will be deleted when Internet Explorer InPrivate Mode is 

stopped, (2) the test results on Mozilla firefox private mode do 

not leave history on the hard drive. 

Live forensic analysis has disadvantages in the data retrieval 

part through RAM but live forensics is the process of 

collecting forensically sound evidence from a running 

computer system [30]. So, this study aims to find alternative 

data sources other than RAM in the Live Forensic method. The 

retrieval of data log network traffic of the Suspect’s computer 

under investigation can be done without contaminating the 

Suspect’s computer. The weakness of live forensic web 

browser private mode can be overcome by retrieving live 

forensic data through internet network logs connected to the 

Suspect’s computer. Network traffic logs are a valuable source 

in digital forensics and data acquisition [31-36]. Parallel data 

acquisition through RAM and network traffic logs can be an 

innovative data acquisition method in live forensics. The 

combination of data acquisition from RAM and network 

traffic logs carried out with parallel is expected to be able to 

find more digital artifacts to strengthen evidence. This 

combination is also expected to provide added value because 

data from both sources can be compared to each other to 

confirm the evidence retrieved. 

 

 

3. METHOD 

 
This paper proposes a parallel data acquisition (Figure 1) to 

find evidence during browsing in private mode. Parallel data 

acquisition will take data from two sources, from RAM of the 

computer’s suspect and from the network traffic log. 

Acquisition data in RAM is carried out when the computer is 

still running. Data of network traffic log will be collected by 

recording all network activities pass through the router with a 

packet analyzer. The combination of data acquisition from 

RAM and network traffic logs which are carried out in parallel 

is expected to find more digital artifacts to strengthen evidence. 

This combination is also useful at the same time because data 

from both sources can be compared with each other to affirm 

the evidence obtained. The way that section titles and other 

headings are displayed in these instructions, is meant to be 

followed in your paper. 

 

Parallel data acquisition

Data Collection

Examination

 
 

Figure 1. Parallel data acquisition 

 

To perform the proposed parallel data acquisition succeeded 

in obtaining evidence from private browsing activities, an 

experimental environment was built to test parallel data 

acquisition. This experimental environment developed (Figure 

2) based on NIST framework. The framework that is widely 

used in live forensics investigation [6, 9, 25, 37]. 
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Figure 2. Experimental environment for parallel data 

acquisition 

 

To build the simulation environment in Figure 2 the author 

uses few hardware shown in Table 1. 

 

Table 1. Hardware 

 
No Hardware Function 

1 PC Desktop: Processor Intel(R) 

Core (TM) i5 CPU 10400F 4 

Core(s), Memory RAM 8GB, 

Windows 10 x64 

Computer 1 investigator  

2 PC Desktop: Processor Intel(R) 

Core (TM) i5 CPU 10400F 4 

Core(s), Memory RAM 16GB, 

Ubuntu 20.04 Desktop 

Computer 2 

Virtualization OS for 

simulation 

 

 
 

Figure 3. Network topology of a virtual environment built in 

Computer 2 

In order to perform a live forensic environment for parallel 

data acquisition, it is necessary to build a network topology 

that support this simulation to be carried out. Figure 3 

illustrates the network topology of the built simulation 

environment. 

Environment proposed simulated case scenarios (Figure 3) 

using the hardware shown on with the equipment in Table 2. 

This study was conducted with two computers. Computer 1 is 

used as a Computer Investigator, and Computer 2 is used as a 

virtual computer running VirtualBox and GNS3. Computer 1 

(Investigator) uses Windows 10 and installed forensic autopsy 

tools, Belkasoft, Magnet Axiom, Wireshark and 

Networkminer. Computer 1 installed GNS3 and Virtualbox. 

GNS3 is an open-source that can mimic routers and hardware 

to create a complex network simulation [38]. VirtualBox is 

open-source virtualization software to create a virtual 

environment [39]. 

To prove whether the proposed parallel data acquisition 

succeeded in obtaining evidence of private browsing activity, 

a case study was carried out on the use of private browsing 

activity. 

The scenario in this simulation as follows: 

1. Actor 1 and Actor 2 perform private browsing by visiting 

three websites. 

Actor 1 and Actor 2 accessing three public websites 

shown on Table 2 with web browser Mozilla Firefox 

Private Mode. This scenario using operating system 

Windows and Ubuntu Linux. 

 

Table 2. Public website 

 
No Website IP ADDRESS 

1 https://www.exploit-db.com 192.124.249.13 

2 https://dvwa.co.uk 185.199.108.153 

185.199.111.153 

3 https://www.w3schools.com 66.29.212.110 

 

2. Actor 1 and Actor 2 were ambushed by Investigators. 

3. Investigators perform acquisition of the computer RAM 

from Actor 1 and Actor 2. 

4. Investigator acquisition network traffic logs on the nearest 

router connected to Actor 1 and Actor 2 computers. 

 

The scenario topology in this simulation shown in Figure 3 and 

Figure 4. 

 

 
 

Figure 4. Topology 

 

This simulation requires software and OS virtualization, Table 

Internet

Router

Hub
PC1 Investigator 

(OS: Windows)

IP:192.168.102.6/30

Ether 4 :192.168.102.5/30

Ether 1 : 36.92.50.26/29

Ether 6 : 192.168.88.1/24

PC2 Virtualization (OS : Ubuntu)

(OS: Windows)

IP:192.168.88.10/24

Internet via NAT

Router

Traffic 

Monitor

Router

Ip Ether 1: 192.168.122.44/24

Ip Ether 2: 192.168.200.1/24

Hub

VM Virtualization 1

(OS Windows 10 )

IP: 192.168.200.251/24 VM Virtualization 2

(OS Ubuntu 20.04)

IP: 192.168.200.252/24
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3 lists the software and OS virtualization. 

 

Table 3. Software and forensic tools 

 
No Software Functions 

1 VM Ubuntu 1 Linux 20.04, Intel(R) 

Core(TM) i5 CPU 10400F 4 

Core(s), RAM 4GB (VM dibuat 

pada Virtualbox PC No. 2) 

Virtual Machine 

2 VM Windows 10 x64, Intel(R) 

Core(TM) i5 CPU 10400F 4 

Core(s), RAM 4GB (VM dibuat 

pada Virtualbox PC No. 2) 

Virtual Machine 

3 VM Router Mikrotik Cloud Hosted 

Router (CHR), Intel(R) Core(TM) i5 

CPU 10400F 4 Core(s), RAM 

512MB (VM dibuat pada Virtualbox 

PC No. 1) 

Virtual Machine 

4 VM Hub 8 Port (make on GNS3) Virtual Hub 

5 Mozilla Firefox Research Object  

6 Sleuth Kit Autopsy Forensic Tools 

7 Magnet Axiom Forensic Tools 

8 Belkasoft Forensic Tools 

9 Wireshark Forensic Tools 

10 Networkminer Forensic Tools 

11 GNS3 Virtualisation 

Network 

12 VirtualBox Virtualisation 

Software 

 

Mikrotik Router VM CHR, Windows 10 VM, Ubuntu 20.04 

Linux VM created on Desktop PC Number 2. The processor 

specifications for each VM follow the parent Desktop PC 

processor. The RAM capacity refers to the minimum standard 

VM operating system, the minimum standard for Windows 10 

is 2 GB, the minimum standard for Ubuntu 20.04 is 4 GB and 

the minimum standard for Mikrotik CHR is 512MB. The hard 

disk capacity of each VM is determined dynamically, namely 

the hard disk capacity adjusts the size of each VM. 

Research material of Windows 10 64 bit unlicensed was 

obtained by trial download form the official website 

Microsoft.com, Linux Ubuntu 20.04 is an open source which 

can be downloaded via the official website Ubuntu.com. 

Mikrotik CHR is a version of the virtualization format 

provided by mikrotik.com which can be utilized for academic 

and research purposes. 

The RAM logs that have been obtained will be analyzed 

with Magnet Axiom, Belkasoft and Autopsy. Network traffic 

logs that have been obtained will be analyzed with Wireshark 

and Networkminer. 

 

 

4. RESULTS AND DISCUSSION  

 

4.1 Data collection 

 

Actor 1 and Actor 2 run the data acquisition mechanism on 

each VM as follows: the mechanism for acquisition private 

mode web browser logs on Virtual Machine 1 (Windows 10) 

is by accessing the three websites listed in Table 4 sequentially. 

After the website access process is complete, proceed 

retrieving RAM data (memory dump) using the Magnet 

Axiom RAM Capturer tool and retrieving network traffic logs 

from the router.  

The acquisition of private mode web browser logs on 

Virtual Machine 2 (Linux Ubuntu) is done by accessing the 

three websites listed in Table 4 sequentially. After the website 

access process is complete, it is followed by acquisition RAM 

data (memory dump) using the Linux Memory Extractor 

(LIME) tool and retrieving network traffic logs from the router. 

Data acquisition on Virtual Machine 1 and Virtual Machine 

2 is done at different times so that there is no confusion of 

Ubuntu 20.04 los or Windows 10 log. Acqusition RAM data 

from Windows using Belkasoft ram Capturer. Acquisition 

RAM data on Linux Ubuntu must know the root password; the 

acquisition performed by executing lime.ko with inserting 

module insmod lime.ko "path=nama_file.raw format=raw" 

into the kernel.  

Preserving e-evidence and maintaining good documentation 

of the steps taken during the processing of evidence is critical 

to success [40]. So we need to make documentation of the 

evidence retrieved. Documentation about image RAM has 

been acquisition from Windows 10 and Ubuntu shown in 

Table 4. Documentation about Network traffic log has been 

acquisition from Wireshark which records traffic activity from 

Window and Ubuntu 20.04 shown in Table 5. 

 

Table 4. Image RAM has been acquisitioned from Windows 

10 and Ubuntu 20.04 

 

No Property Windows 10 Ubuntu 20.04 

1 File Name 20210624 ram 

windows.raw 

ramubuntu20210709.r

aw 

2 Type of file RAW File 

(.raw) 

RAW File (.raw) 

3 Created 2021-06-25 

00:17 

2021-07-09 17:08 

4 Modified - - 

5 Size 1,99 GB 

(2.147.418.112 

bytes) 

5.88 GB 

(6.316.178.842) 

 

Table 5. Network traffic log has been acquisitioned from 

Wireshark 

 

No Property 
Windows 10 

Log 
Ubuntu 20.04 Log 

1 File Name CAPTURE 

WINDOWS 

20210624.pcap 

CAPTURE 

UBUNTU 

20210709.pcap 

2 Type of file Pcap Pcap 

3 Created 2021-06-24 

10:24 

2021-07-09 16:52 

4 Modified - - 

5 Size 34,5 MB 

(36.257.909 

bytes) 

6,12 MB (6.422.240 

bytes) 

 

4.2 Examination 

 

4.2.1 RAM examination 

Examination of the RAM image file as a result of electronic 

evidence aims to find digital evidence of this research. 

On this stage, examination RAM using forensic tools 

Autopsy, Magnet Axiom and Belkasoft. Examination Network 

Traffic Log using tools Wireshark dan Networkminer.  

Data in RAM is not contained in one file but consists of 

unallocated files, so the search for evidence in RAM in this 

study uses a search technique. During the acquisition process, 

the application or tools may have created an index of terms, 

which are basic units of a search [40]. Researcher finding 

evidence based on keywords website in Table 1. Defining 
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keywords website base on Table 1 is done directly and does 

not include the used protocol (http or https). 

Examination towards Windows 10 image RAM by Magnet 

Axiom got 36 logs exploit-db.com, 9 logs dvwa.co.uk, and 71 

logs w3schools.com. Examination to Windows 10 by Autopsy 

gots 179 logs of exploit-db.com, 118 logs of dvwa.co.uk and 

318 logs of w3schools.com. Belkasoft gots 2 logs of exploit-

db.com, 25 logs of dvwa.co.uk and 1 log of w3schools.com. 

Examination towards Ubuntu 20.04 image RAM by Magnet 

Axiom got 93 logs exploit-db.com, 29 logs dvwa.co.uk, and 

227 logs w3schools.com. Examination to Ubuntu 20.04 by 

Autopsy got 34 logs exploit-db.com, 32 logs dvwa.co.uk, and 

83 logs w3schools.com. Examination to Ubuntu 20.04 by 

Belkasoft got 7 logs exploit-db.com, 15 logs dvwa.co.uk, and 

19 logs w3schools.com. 

 

4.2.2 Network traffic examination 

Testing exploit-db.com on Windows and Ubuntu got IP 

server address 192.124.249.13. The dvwa.co.uk testing on 

Windows and Ubuntu tests leads to IP server address 

185.199.110.153. Testing w3schools.com on Windows 10 

shows IP address 66.29.212.110, and on testing using Ubuntu 

leads to IP address 192.229.179.87 as seen in Table 1. Based 

on that IP address we will examine Windows 10 network 

traffic and Ubuntu 20.04 network traffic with Wireshark and 

Networminer. 

Examination towards Windows 10 network traffic log by 

Wireshark got 186 logs exploit-db.com, 212 logs dvwa.co.uk, 

and 24 logs w3schools.com. Examination to Windows 10 

network traffic log by Networkminer got 30 logs exploit-

db.com, 33 logs dvwa.co.uk, and 88 logs w3schools.com. 

Examination towards Ubuntu 20.04 network traffic log by 

Wireshark got 589 logs exploit-db.com, 486 logs dvwa.co.uk, 

and 323 logs w3schools.com. Examination to Ubuntu 20.04 

network traffic log by Networkminer got 29 logs exploit-

db.com, 30 logs dvwa.co.uk, and 82 logs w3schools.com. For 

simplicity, the website log evidence is presented in tables. To 

minimize the amount of these tables, the number website log 

found for each item of the pre-defined browsing website 

(Table 1) is not given individually for each location. The result 

of website log found by each RAM forensics tools and 

network traffic log shown in Table 6. 

 

Table 6. Number of RAM data extraction log 

 
Website exploit-

db.com 

dvwa.co.uk w3schools.com 

Operating 

System 
      

Autopsy 179 34 118 32 318 83 

Magnet 

Axiom 

95 93 59 29 302 227 

Belkasoft 2 7 25 15 1 19 

Wireshark 186 589 212 486 24 323 

NetworkMiner 30 29 33 30 88 82 

 

4.3 Analyze 

 

4.3.1 RAM analyze 

All logs found at the examination stage must be analyzed in 

detail. This is to ensure that the log is correct. This analysis 

stage provides several screenshots of the analysis of the logs 

retrieved. 

Figure 5 shows founded of exploit-db.com by Autopsy tools. 

The upper half of Figure 5 contained list of unallocated files 

founded by Autopsy tools and the second half of the figure 

contains founded evidence for exploit-db.com in an 

unallocated files. Autopsy founded evidence 

^privateBrowsingId=1, this evidence also can be additional 

information this browsing activity is private browsing [41]. 

 

List of 

unallocated 

files 

 

Founded 

evidence 

for exploit-

db.com in 

an 

unllocated 

files 

 

Figure 5. Exploit-db.com digital evidence by Autopsy in 

Ubuntu 

 

Magnet Axiom tools got 9 evidence website tested on 

Windows and also got 29 website tested on Ubuntu (Table 5). 

Figure 6 shows list of the website dvwa.co.uk found by 

Ubuntu.  

 

 
 

Figure 6. dvwa.co.uk website log by Magnet Axiom in 

Ubuntu 

 

Belkasoft tools got website log on three websites on the 

Windows 10 and Ubuntu operating system. Figure 7 shows 

website log of the w3schools.com website retrieved by 

Belkasoft on the Ubuntu operating system. 

 

 
 

Figure 7. w3schools.com website log by Belkasoft in Ubuntu 

 

The founded of all website logs in RAM is in line with 

research by Aggarwal et al. [18] which states that though most 
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of these artifacts are removed from volatile memory after the 

user exits private mode. This finding is also in line with [40], 

which states that data in the RAM of a computer that has been 

used to access an e-mail account several hours earlier can still 

find e-mail account information even though the web browser 

has been closed several hours earlier. 

 

Table 7. Network traffic logs on Windows 10 

 

No 
Digital 

Evidence 

Wireshark Networkminer 

W1 W2 W3 W1 W2 W3 

1 Source IP 

address 

Yes Yes Yes Yes Yes Yes 

2 Destination 

IP address 

Yes Yes Yes Yes Yes Yes 

3 Protocol Yes Yes Yes Yes Yes Yes 

4 Source 

port  

Yes Yes Yes Yes Yes Yes 

5 Destination 

port  

Yes Yes Yes Yes Yes Yes 

6 Source 

MAC 

address 

Yes Yes Yes    

7 Destination 

MAC 

address 

Yes Yes Yes No Yes Yes 

8 Timestamp  Yes Yes Yes Yes Yes Yes 

9 Packet 

length  

Yes Yes Yes Yes Yes Yes 

10 Operating 

system 

host client  

No No No Yes Yes Yes 

11 Operating 

system 

server  

No No No No No Yes 

12 Hostname 

server 

No No No Yes Yes Yes 

 

Table 8. Network traffic logs on Ubuntu 20.04 

 

No 
Digital 

Evidence 

Wireshark Networkminer 

W1 W2 W3 W1 W2 W3 

1 Source IP 

address 

Yes Yes Yes Yes Yes Yes 

2 Destination 

IP address 

Yes Yes Yes Yes Yes Yes 

3 Protocol Yes Yes Yes Yes Yes Yes 

4 Source 

port  

Yes Yes Yes Yes Yes Yes 

5 Destination 

port  

Yes Yes Yes Yes Yes Yes 

6 Source 

MAC 

address 

Yes Yes Yes No No No 

7 Destination 

MAC 

address 

Yes Yes Yes Yes Yes Yes 

8 Timestamp  Yes Yes Yes Yes Yes Yes 

9 Packet 

length  

Yes Yes Yes Yes Yes Yes 

10 Operating 

system 

host client  

Yes No No Yes Yes Yes 

11 Operating 

system 

server  

No No No No No No 

12 Hostname 

server 

No No No Yes Yes Yes 

 

4.3.2 Network traffic analyze 

Network forensics deals with data that changes from 

millisecond to millisecond [40]. This research use Wireshark 

and Networkminer to classsify the network traffic log. 

Wireshark tools and Networkminer tools successfully calssify 

and got network traffic log on three website tested. Table 7 

contains the recapitulation and results of network traffic log 

from three website on Windows 10 OS. Table 8 contains the 

recapitulation and results of network traffic log from three 

website on Ubuntu 20.04 OS. 

Figure 8 shows which one of founded network traffic log to 

exploit-db.com with IP Address 192.124.249.13. Wireshark 

got entity of, i.e. (1) source IP address, (2) destination IP 

address, (3) protocol, (4) source port, (5) destination port, (6) 

timestamp (communication time done), (7) length packet 

(number of packets transmitted), (8) operating system host 

client, (9) hostname server and (10) browser client. 

 

 
 

Figure 8. Website log exploit-db.co.uk by Wireshark in 

Ubuntu 

 

 
 

Figure 9. Digital evidence exploit-db.co.uk by 

Networkminer in Ubuntu 
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Figure 9 shows which one of founded digital network traffic 

log retrieved by Network miner to website exploit-db.com. 

The entity of traffic log found by Networminer is (1) source IP 

address, (2) destination IP address, (3) protocol, (4) source 

port, (5) destination port, (6) timestamp, (7) length packet 

(number of packets transmitted), (8) operating system host 

client, (9) hostname server and (10) browser client. 

 

4.4 Reporting 

 

Evidence of Information on Table 5, Table 6 and Table 7 

shows that there is visitation activity on websites dvwa.co.uk, 

exploit-db.com, and w3schools.com performed using 

Windows 10 and Ubuntu 20.04 through network traffic logs 

analysis. The results of this investigation are used as evidence 

for a court case. Measurements of investigative success in 

these experiments were determined based on the ability to find 

digital evidence data due to misuse of private-mode web 

browsers.  

All test website logs are found in RAM Analysis. Network 

traffic analysis is also able to obtain (1) source IP address, (2) 

destination IP address, (3) protocol, (4) source port, (5) 

destination port, (6) timestamp (communication time done), (7) 

packet length (number of packets transmitted), (8) operating 

system host client, (9) server hostname and (10) browser client. 

This finding is expected to be able to become evidence in the 

judicial process. 

In addition, the authors simulate digital forensic 

investigations using commonly available tools for law 

enforcement. Although this research focuses on finding 

website logs and does not focus on the success percentage of 

a tool, the parallel data acquisition method is capable of 

retrieving website log data in RAM and network traffic log 

entities. 

For law enforcement or investigators involved in 

conducting digital forensic investigations, devices play an 

important role in investigations. Based on the evidence of this 

research, on Windows 10 and Ubuntu 20.04 all website logs 

can be found using the Magnet Axiom, Autopsy and Belkasoft 

tools. 

Based on this paper and the current body of literature, it 

appears that no browser is highly effective in protecting user 

privacy and preventing artifacts/logs recovery [28, 42-44]. 

 

 

5. CONCLUSIONS 

 

Investigator Digital forensics is tasked with finding 

evidence/artefacts left behind by evidence tools to explore a 

case and looking for other parties involved in a type of crime. 

At the same time, a private mode web browser seeks to 

eliminate digital traces left behind from browsing activities 

carried out by users. Live forensic analysis with parallel data 

acquisition managed to obtain identic evidence on the use of 

private browsers. This study analyzes the effectiveness of the 

"private" mode of Mozilla Firefox which is widely used on 

Windows 10 and Ubuntu 20.04, yielding many findings in 

RAM and network traffic. Dedicated computer forensic 

investigators are able to recover many forensic trace artifacts 

using effective forensic tools and techniques. 

This study uses the private browsing feature in standard 

browsers, does not involve browsers that have been enhanced 

in terms of privacy and security. Future research should be 

able to explore private browsing performance on privacy-

enhanced browsers. 
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