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The recent digital revolution has resulted in robots being integrated more than ever into
various domains, such as agriculture, healthcare, and the military. Robots are dedicated to
serving, facilitating, and improving human life. However, the growing prevalence of
robotics has brought to light the need for robust security measures. While unintentional
accidents are inevitable, this paper focuses on the increasingly challenging problem of
malicious cyber-attacks against robotic systems. One specific incident highlighting the
severity of this issue occurred in 2022 when a healthcare robot was hacked, resulting in
the misadministration of medication to several patients, leading to severe health
complications and unnecessary loss of human lives. Such instances underscore the
urgency of understanding the robotics domain's security vulnerabilities, threats, and
consequences. In conclusion, this paper highlights the critical aspects of securing robotic
systems in today's technologically advanced world. By identifying and analyzing the
primary security vulnerabilities, this paper examines the primary security vulnerabilities,
the type of application, then the impact of vulnerabilities; we can pave the way for
effective security measures and ultimately ensure the safety and reliability of robotic

systems.

1. INTRODUCTION

Due to the digital revolution, the evolution of machines, the
adoption of artificial intelligence, and the COVID-19
pandemic, intelligent robots have been used to perform various
daily tasks [1, 2].

This growth in robotics has also led to the emergence of the
Internet of Robotic Things (IoRT) concept within the broader
subject of the Internet of Things (IoT) ecosystem [3].

However, with the widespread use of robots in civil,
military, industrial, and agricultural fields, concerns about
Security, safety, accuracy, and confidence have arisen [4].
Security relates to protecting robots against cyber-attacks,
safety focuses on reducing accidents and human injuries,
accuracy pertains to flawless task performance, and
confidence reflects satisfaction with robotic performance in
replacing humans in certain activities [4].

The continuous appearance of security concerns, problems,
vulnerabilities, and threats has led to the misuse of robots
through cyber-attacks, resulting in severe injuries and even
loss of human life [5].

To fully comprehend the gravity of this issue, it is essential
to delve deeper into the field's current state. Various sectors
have implemented robots to enhance productivity, efficiency,
and safety. For example, in the healthcare sector, surgical
robots have revolutionized precision surgery, but they also
face security threats such as unauthorized access to patient
data or manipulation during surgeries. Autonomous robots
work alongside human workers in the industrial domain, but
their vulnerabilities to cyber-attacks pose potential risks to
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manufacturing [6].

By examining specific examples of robots in various sectors,
such as agriculture, healthcare, manufacturing, and defense,
we can gain insights into the types of security threats they
encounter. Cyber-attacks targeting robots can result in
financial losses, critical infrastructure disruptions, and
sensitive information compromised. Furthermore, the
implications of these threats are far-reaching, affecting human
safety, economic stability, and public trust in the reliability of
robotic systems.

Supplementing the introduction with relevant statistics and
notable case studies would further highlight the importance
and urgency of addressing security concerns in the rapidly
evolving field of robotics. Statistical data on the rise of cyber-
attacks against robots or case studies of high-profile incidents
can offer a more tangible perspective on the risks and
consequences of inadequate security measures.

This paper aims to shed light on the critical security
challenges faced by intelligent robotic systems as they become
increasingly integrated into our daily lives. By exploring
specific examples, common security threats, and their
implications for various sectors, we can better understand the
significance of safeguarding robots from cyber-attacks and the
urgency of implementing robust security measures. The
findings presented in this paper will contribute to the ongoing
discussions on securing the future of robotics and its potential
impact on society. Lastly, this paper is organized into five
sections: Section 2 presents the real-world applications of
robots, Section 3 delves into the building level of robot
systems, and Section 4 discusses cyber vulnerabilities and
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attacks for each level in Section 3, along with the percentage
of incremental attacks in the last five years. The paper
concludes with suggestions for future developments.

2. ROBOT APPLICATION FIELD

This section illustrates the primary use of robots in the fields
of industry, Healthcare, agriculture, and disaster, as well as
police and military ones. Figure 1 demonstrates robotic
applications in different operation fields for many tasks [6].

Industrial ficld Police and law enforcement ficld

b F

Healtheare ficld afse Military field
H‘. .. ' o
2y < .
‘ﬁ_ Tl Robot Application

Disaster field
== 11
B

Figure 1. Robots used in specific fields

2.1 Industrial field

Industrial robots are vital automation systems withinside the
contemporary-day production industry. They combine
advanced technology in several disciplines, including
machinery, electronics, control, computers, sensors, and
synthetic intelligence. They benefit from completing work
faster, safer, extra efficiently, and finishing repetitive tasks
with equal accuracy and efficiency, using Industrial robots to
reduce the workforce. As a result, welding, distribution,
meeting, and coping with robots were extensively utilized in
commercial manufacturing activities [7]. However, they come
with challenges, including high initial costs, complex
programming, limited flexibility, safety concerns, and
potential job displacement. Maintenance, integration with
existing systems, and cybersecurity risks also pose drawbacks.
Striking a balance between automation and human
involvement is crucial for maximizing the benefits of
industrial robots while addressing these challenges [8].

2.2 Healthcare field

Today, the use of robots in medicine and healthcare has
evolved far beyond its starting point in the operating room
more than 30 years ago. They are now used in clinical settings
to help healthcare workers and patients. For instance, hospitals
and clinics are deploying robots for various tasks to help

reduce pathogen exposure during the COVID-19 pandemic [9].

Nowadays, robots can be found assisting in many medical
fields, including robot-assisted surgery and Surgical robots,
rehabilitation robots, radiotherapy robots, laboratory robots,
robotic prostheses, hospital robots, and social robots are all
examples of medical robots [10]. The benefits of robotics in
healthcare include reduced physician workload and patient
stress [11].

However, their implementation also comes with challenges,
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including high costs, complexity, ethical considerations,
integration issues, limited autonomy, patient acceptance,
security risks, job impact, and accessibility. Addressing these
challenges requires collaboration and careful consideration of
ethical, legal, and social implications to ensure medical robots'
responsible and effective integration into healthcare settings
[12].

2.3 Agriculture field

Robots work in the agricultural sector to improve
productivity, specialization, and environmental sustainability,
by automating repetitive, slow, and tedious tasks for workers,
allowing them to improve farmers' overall profits, thus
reducing the need for human participation in many repetitive
tasks. The most common use of agricultural robots is picking
and harvesting, self-mowing, weed control, pruning, seeding,
phenotyping, spraying and loosening, sorting, and packing.
Agricultural robots offer several drawbacks. Agricultural
Robots are Costly, Complex, and Require Technical Expertise
[13].

2.4 Police and law enforcement field

There is no difference between police and other robots since
they use artificial intelligence, machine learning, and IoT to
perform assigned tasks. Police robots are designed to allow
access to hazardous situations that the police cannot neutralize
or may cause the loss of life of policemen; this Robot was used
in Dubai in 2017 and was called Robocop [14]. It is also
known that the Indian, South African, and Dutch police
employed Skunk drones with pepper sprayers. US law
enforcement institutions also used “armed drones” with
electro-shock weapons, rubber bands, and tear gas [15]. These
applications raise concerns about the responsible and ethical
use of robotic technology in law enforcement.

To provide a more balanced view, it would be beneficial to
discuss the positive and intended uses of robotics in the police
and law enforcement field. For instance, robots can assist in
dangerous and high-risk situations, reducing the risk to human
officers and improving overall safety. Additionally, they can
be valuable tools in conducting search and rescue operations,
bomb disposal, and surveillance in scenarios where human
intervention may be limited or impractical.

2.5 Military field

Military robots are self-contained or remotely controlled
machines designed for military use. Unmanned aerial vehicles
like the Predator drone can take surveillance photographs and
even accurately launch missiles at ground targets. Unmanned
Combat Air Vehicles, a subclass, are designed to carry out
combat strike missions [16].

The main benefit of military robots is their ability to make
quick decisions in fast-paced combat situations. When robots
enter the front line of combat, they can save lives. They can
navigate through environments that are deadly and dangerous
for humans. However, military robots have some drawbacks
that can become legitimate users if hacked [17].

Robots' positive and intended uses can aid in reconnaissance
and surveillance missions, providing critical information to
military personnel and enhancing situational awareness.
Additionally, they can be used for bomb disposal, reducing the
risk to human bomb disposal teams.



2.6 Disaster field

Disaster response robots that fly, swim, crawl through the
rubble, put out fires, or assist first responders have come a long
way in the last few decades [18].

The difficult jobs for humans, such as getting to dentures
places, are done using disaster. One of the famous applications
was when Searching and Rescuing (SAR) robots were used to
find lost Thai cave boys safely. Furthermore, robots have been
used in the firefighting domain to help save firefighters' lives
and access areas rated as too dangerous, too risky, or too small
for firefighters [19]. The latest application of disaster robots
was in the Beirut port explosion in 2020, where robots and
drones were used to Kkill fires and save human lives [20].

Dissimilar types of robots dependent on their field of
operations: Unmanned Aerial Vehicles (UAVs) like
Autonomous Unmanned Aircraft Vehicles and drones [21].
Unmanned Ground Vehicles (UGVs) such as Mobile robots
and autonomous vehicles [22]. Unmanned Underwater
Vehicles like underwater drones [23].

3. ROBOT SYSTEM

Robotic systems, including humans, react with their
surrounding parameters to provide smart services and
information through their attached actuators, sensors, and
human interfaces [24, 25]. Figure 2 presents the general level
of the robot system [26, 27].
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Figure 2. The general level of the robot system

As shown in Figure 2, the level robot system has three levels
physical, communication, and software and platform system.

3.1 Physical system

The embodiment philosophy of Rodney Brooks, who
famously stated, “The world is its own best model”, is at the
heart of Physical Systems [28]. A typical basic robot consists
of a movable physical structure, a motor, a sensor system, a
power supply, and a computer “brain” that controls all these
elements [29]. Figure 3 depicts the general system for a
physical robot.
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Figure 3. The general system for a physical robot
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Figure 4. The sensor type of robot

A) Sensor: Robots have to understand their environment
through sensors. A typical sensor could be a camera or a
managed device (light detector and array finder) which uses a
laser scanner to create three-dimensional images. However,
robots may also have systems for taste, sound, smell, and even
touch. They also include sensors without the boundary of
human capabilities, such as chemical detection or night vision.
Information gathered by the sensors is sent to a control unit
that can operate an arm or other robot functional parts [30].
Figure 4 shows the accurate picture of some sensors.

B) Control: The control system (“the brains”) is the system
that allows the robots to move. This system includes the
mechanical aspects and the programmable systems that control
robots. Robots are controlled in different ways, including by
hand, semi-autonomously (a combination of fully automated
and wireless control), wirelessly, and fully autonomously (i.e.,
when it uses Al to move by its understanding of the
environment, but there may be options to control it manually),
[31, 32].



C) Actuator: A robotic actuator is an electromechanical
device that can respond to external stimuli and make
autonomous decisions or actions to complete a specific task
[33]. The robotic actuator is regarded as the most critical
component of the robotic ecosystem because it cannot perform
any physical motion without it [34]. Figure 5 presents the
classification and uses of the robotic actuator [35].

D) Take Action: Take action means (to do something or to
act to get a particular result) for example robot moves to the
right and then goes to the goal, which means the action of the
Robot at this moment is to move to the right and go to the goal,
[36].
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Figure 5. Types of robotic actuators
3.2 Communication system

Many robots rely on user interaction or communication with
the outside world. Robots use a variety of communication
methods, including:

3.2.1 Short-range connectivity:

Short-range technology has found applications in industrial
equipment and household appliances. The transmission
channels that include the short-range are presented below:

A) Bluetooth is a popular wireless technology that adheres
to the IEEE standard 802.15.1. Data can be transferred over
short distances, typically 8-10 meters. Users can quickly
upload or download huge volumes of data from the mobile
phone, computers, or any other controller to the Robot if a
Bluetooth module is added. Another advantage is that
Bluetooth modules do not require a direct line of sight to
communicate, making them an excellent choice for mobile
robots [37].

B) Ultra-WideBand (UWB) communication protocol uses
radio waves to communicate over short distances [38].
According to the FiRa Consortium, UWB can determine the
relative position of peer devices with line of sight at up to 200
meters using the IEEE 802.15.4a standard [39]. The
Consortium is adding a security extension-specified in IEEE
802.15.4z-to make it a “secure fine-ranging technology” [40].
The benefits of UWB include high-level Security, power
consumption, and low cost. In robotics, UWB positioning
systems are increasingly being adopted for localizing
autonomous ground or aerial robots [41].

C) Thread, Zigbee, and Z-Wave are IEEE 802.15.4-based
technologies used in the access layer for low-rate wireless
personal area networks (WPAN) [42]. These mechanisms are
widely used in intelligent home environments because of their
low power consumption and data rates [3]. Z-Wave, which the
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Z-Wave Alliance manages, differs from Thread and Zigbee
technologies in that it operates on unlicensed 908 MHz range
frequency bands to prevent interference with other wireless
technologies. Within the Omnidirectional Ultrasonic
Localization robotics field for Mobile Robots [43].

D) Wi-Fi (802.11 networks): IEEE 802.11 is a set of media
access control (MAC) and physical layer (PHY) protocols that
are used in wireless local area network (WLAN) computer
communication, which is a part of the IEEE 802 set of local
area network (LAN) technical standards [44]. This prototype
is relatively new in the world of robotics. Can control on Robot
via the Internet by using a Wi-Fi adapter in a computer that
converts digital data into radio signals, which are then
converted back into digital data by the Wi-Fi unit on the Robot
(another network adapter) [45].

3.2.2 Long-range connectivity:

Long-range technology has found applications in mobile car
communication. The transmission channels that include the
long-range are presented below:

A) Satellite communication (GPS controlled)

The Global Positioning System, or GPS, is a navigation

system that relies on satellites to provide coordinates for

objects on Earth equipped with a GPS receiver. This
technology is used by robots, which use signals sent by
orbiting satellites to calculate their position accurately. GPS
devices can also provide data on the speed and direction of
the Robot. GPS is a satellite-based system and is
particularly useful for outdoor robots. However, the

accuracy of GPS is limited to a few meters [46].

B) Cellular networks and service

Cell phone-controlled robots are the latest buzzwords in
mobile robots. A cell phone can control a robot using DTMF
control [47].

The idea behind DTMF control is simple: Two phones are
connected, one of which is mounted on a robot. The call is
automatically answered. During the call, pressing a specific
button produces a tone decoded by the Robot's decoder, which
outputs its binary value. This binary value can be used to
control the Robot. This setup offers a wide coverage area
limited only by the service provider's network and ease of
construction [48].

Few other robots use GPRS and 3G/4G/5G services on the
cell phone. A combination of services available in different
generations can aid in developing a mobile robot capable of
transmitting video and audio [49].

3.3 Robot framework

The Robot Framework is an open-source test automation
framework widely used in acceptance testing and test-driven
development. It provides an easy-to-understand and use
format for writing test cases, including keyword-driven,
behavior-driven, and data-driven formats. The test cases are
organized in a tabular format using keywords, making them
efficient and effective [50].

One of the main benefits of the Robot Framework is its
flexibility in test case creation, as it allows collaboration
between technical and non-technical team members. The
framework's keyword-driven approach promotes test case
reusability, simplifying maintenance and scalability [51].

Additionally, Robot Framework's compatibility with
external libraries and open-source tools enhances its
automation capabilities. Popular libraries like Selenium can be



integrated to expand the framework's usability in various
domains and technologies [52].

The Robot Framework's cross-platform support is another
advantage, allowing it to run on multiple platforms such as
Jython (JVM) and IronPython (.NET) [53].

However, it is essential to acknowledge that the Robot
Framework may not be suitable for all testing scenarios, and
newcomers might face a learning curve, particularly if
unfamiliar with automation or Python programming [54].

Finally, integrating the Robot Framework into the robot
system empowers testers and developers with an accessible,
flexible, and efficient automation tool. It excels in readability,
reusability, and cross-platform compatibility. Careful
consideration of its strengths and limitations will aid
organizations in making informed decisions about its
implementation for their specific automation needs.

4. CYBER ATTACK

This section will illustrate, with an explanation, the primary
attacks targeting the robotic field.

4.1 Robetics cyber-physical system (CPS)

Physical access or connection to the Robot leads to
exploiting the physical vulnerability. It thus lies the control of
the device, reprogramming the components of the Robot and
exploiting them. Two methods of privacy leakage in CPS were
presented in this study [55]:

A) Physical: This privacy attack directly interferes with
the system's physical properties. For example, we are
changing the capabilities of an implantable healthcare
chip.

B) Cyber: CPS cyber-attacks include computer viruses,

software, and network-based attacks, for example,
forged sensor data [56].

Moreover, one of the most famous physical devices infected
by attacks are sensors susceptible to signals the opponent
manipulates for an instant for sensor attack, sensor spoof, and
A Denial-of-Service (DoS) [57]. Figure 6 presents the sensor
attack.

Table 1 shows the cyber-physical attack summary of recent
previous work.

Probe Signal

Data

10SU3S BAIDY

Signal Spoofing

Attacker

Figure 6. Sensor spoof attack
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Table 1. Recent cyber-physical attack

No Ref Year ;%?:C?(f Application Impact
1 [58] 2019 Spoofing Wheel Mobile Robot Moderate
2 [59] 2019 Spoofing Unmanned Aerial Vehicles  High
3 [60] 2020 Spoofing Dron High
4 [61] 2020 Spoofing Unmanned Aerial Vehicles  High
5 [62] 2021 Spoofing Wheel Mobile Robot Moderate
6 [63] 2021 DoS Mobile Robot Moderate
7 [64] 2022 DoS Industrial robots High
8 [65] 2022 Spoofing Robotic Vehicles High
9 [66] 2022 Spoofing UAVs High

H spoofing m DoS

Figure 7. Percentage of spoofing Vs DoS

Table 1 noted that most attacks are spoofing and in an
increased state in the last two years. In contrast, Figure 7
represents the percentage of attacks in the last four years, and
the severity of these attacks was also classified depending on
the work environment.

Finally, Robotics Cyber-Physical Systems (CPS) can be
safeguarded against cyber-attacks  through  various
countermeasures and prevention strategies. These include
strong access controls, secure communication protocols,
regular updates, network segmentation, intrusion detection,
continuous monitoring, security awareness training, hardware
security measures, and isolating critical systems.
Implementing these strategies ensures the safety and Security
of Robotics CPS in diverse environments.

4.2 Cyber attacks on a robotic communication system

Robotic communications are not immune to attacks that
could disrupt various security services; for example, Jamming
attacks are one of the most severe threats to wireless sensor
networks (WSNs) that use the IEEE 802.15.4 standard. This
attack interrupts and disrupts robot-to-robot and robot-to-
human communication to suspend further robotic activities
and jam any communication and control. A Man in the
Middle attack happens when an intruder can eavesdrop on
and intercept the communication between two robotic entities
or nodes, modify the information, and insert it without being
detected. A Meet in Middle attack, also referred to as a
plaintext attack, happens when robotic communication is
encrypted using a 2-DES and 3-DES (168-bit) key. A brute-
force technique is then employed to break the encrypted
communication channel, which enables the attacker to
eavesdrop actively or passively [67].

Table 2 shows the cyber-communication attack summary of



recent previous work.

Table 2. Recent cyber-communication attack

No Ref Year Type of Attack  Application Impact
1 [68] 2019 M'\I"dfj"lé’;tttgik Robot High
2 [69] 2020 M'\I"dfj"lé’;tttgik Industry Robot ~ High
3 [70] 2020 M'\i/ldaljr:eir;tttgik Mobile Robot  Moderate
4 [71] 2020 Jamming attacks Drones High
5 [72200 | M ';‘tgceks Healthcare High
6 [73] 2021 Mhi/lda:jr}ceir;tttgik Robot Moderate
7 [74] 2021 M'\I"d”:j”le”;tttgik Industry Robot  High
8 [75] 2022 M'\i/ldaljr:eir;tttgik Drones High
9 [76] 2022 Jamming attacks Autonomous High

ground vehicle

H Man in the Middle attack

B Jamming attacks

B Meet in the Middle attack

Figure 8. Percentage of man in the middle attack vs meet in
the middle attacks vs jamming attacks

Table 2 noted that most attacks are Man in the Middle attack
and an increased state in the last few years. Figure 8 represents
the percentage of attacks in the last four years, and the severity
of these attacks was also classified depending on the work
environment.

Finally, potential countermeasures and prevention strategies
to protect a robotic communication system against cyber
attacks include encryption, secure authentication, firewalls,
regular updates, network segmentation, secure protocols, user
training, penetration testing, secure configuration, and an
incident response plan. Implementing these measures
enhances the system's Security and safeguards robotic
operations from potential cyber threats.

4.3 Cyber attacks on robotics framework

The objective of the operating system framework is to
provide a unified and open-source software framework for
controlling robots in various actual and simulated
environments. The most attack is Information leakage [77]. In
the study [78], data leakage with high impact. In the study [79],
apply attack on indoor robot navigation where policies can
leak private information requires.
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In the context of the operating system framework for robot
control, 'Information leakage' refers to the unintentional or
unauthorized divulgence of sensitive or confidential data. This
can occur as a result of security vulnerabilities within the
framework or due to cyber attacks. When confidential
information is exposed to unauthorized parties, it poses
substantial risks to the overall integrity, privacy, and Security
of robot operations [80].

Lastly, protecting robotics frameworks against cyber
attacks requires implementing several countermeasures. These
include secure coding practices, regular security updates,
security audits, access controls, encryption, intrusion detection
systems, firewalls, network segmentation, user training, secure
communication protocols, and secure supply chain
management. These measures enhance the resilience of
robotics frameworks, ensuring the safety and Security of
robotic systems.

5. CONCLUSION

Automated systems are now being deployed and used in
various fields that rely on critical infrastructure. However,
botnets have numerous security flaws that can be used to
launch dangerous attacks. These attacks could lead to
significant economic losses and pose serious risks to human
life and critical infrastructure. Specific examples, such as the
NotPetya ransomware attack's global impact on businesses or
the Triton malware attack's potential danger to a petrochemical
plant, illustrate the gravity of these threats. Healthcare
disruptions and power grid outages caused by cyber-attacks
further underscore the need for robust security measures in
automated systems. Understanding the real-world implications
emphasizes the urgency of enhancing cybersecurity to protect
data, public safety, and essential services reliant on robotic
systems. At the end of the paper, the most recent attacks in the
last five years are listed, along with the impact of each
vulnerability, as shown in Table 1 and Table 2.

In the future, we intend to cover additional topics, such as
machine learning and Al, to detect vulnerabilities.
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