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Internet of Things connected many useful electronic devices to each other through the 

internet, and sharing private and sensitive data between these devices needs secure access 

and communication. One of the best solutions for this purpose is hardware security 

primitives such as Physically Unclonable Functions (PUFs). PUFs are cryptographic 

primitives that are employed to produce a unique and reliable digital fingerprint for a 

particular electronic circuit. This digital fingerprint is used in many security applications 

such as chip identification, authentication, and secret key storage and generation. The 

emergence of memristors (Memory-Resistor) as new nanotechnologies are utilized 

extensively in hardware security applications such as Memristive PUFs. Research 

progress in Memristive PUFs resulted in improved performance metrics of PUFs due to 

memristors’ unique characteristics. This article provides an investigation of different 

design approaches of Memristive PUFs that were introduced in the literature. Then, 

provide detailed performance evaluation results obtained by simulation and fabrication 

processes for different Memristive PUFs designs, and make a comparison between these 

results. Finally, concluded that most of the circuits are evaluated by simulation, whereas 

few other circuits were evaluated by fabrication owing to the expensive fabrication 

process. Since the memristor is a prototype and not commercialized yet, it is expected to 

be adopted and marketed in the next generation of hardware security. 
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1. INTRODUCTION

Physical Unclonable Functions (PUFs) are primitives for 

hardware security that are designed to address security issues 

with less power consumption and performance overhead while 

enhancing security [1]. In the PUF scenario, each PUF 

instance generates a different output for a given applied input. 

The output depends not only on the input but also on the PUF 

instance's built-in randomization, which means two identical 

PUF devices will generate different outputs for the same input 

[1]. The emergence of a memristor as new nanotechnology 

with PUF design made a new challenge that gained the 

attention of researchers [2]. Due to the stochastic switching 

mechanism and the model complexity resulting from the 

inherent variations of memristors, the implementation of PUF 

with nanotechnologies like memristors was strongly motivated. 

Memristive PUFs (M-PUFs) are the improved version of PUFs 

that is based on memristor device which has been offered for 

numerous security applications, such as a lightweight solution 

to secure IoT device identification, authentication, and secret 

key storage and generation. 

Compared to other traditional cryptographic solutions, in 

traditional cryptographic solutions, secret keys are kept in 

either volatile or non-volatile memory. An adversary can 

access the system and read the content of memory to steal the 

key such as side-channel attacks toward memory [3]. The 

fundamental goal of the first PUF development is to offer 

hardware security that is resistant to any computational power 

supplied by an attacker, it is an effective method of protecting 

the secret keys [1]. The secret keys generated by PUF are 

generated only when required and not permanently stored on 

the chip, this will increase the Integrated Circuits (ICs) tamper 

resistance. The focus of this paper was on the state-of-the-art 

of M-PUF designs, which depend on manufacturing process 

changes, stochastic processes, and the memristor’s I-V 

characteristics to produce a distinctive and trustworthy digital 

fingerprint for a different electronic circuit. Since M-PUFs 

take advantage of the inherent physical changes that occur 

naturally during the manufacture of hardware devices and 

which cannot theoretically be reproduced as some of them are 

unpredictable and uncontrollable. These differences are the 

source of the entropy that makes the responses unique. While 

the emergence of memristors provides a new opportunity for 

low-power devices with fast ON-OFF switching speeds. These 

characteristics are desirable for building secure, lightweight, 

low-power, and fast PUFs for object authentication. The 

current-voltage (I-V) characteristic, which displays a 

hysteresis loop that pinched in the I-V plane, is the memristor's 

unique property. This pinched hysteresis loop serves as a 

memristor’s fingerprint. Where the input signal's voltage or 

current waveform is zero and always passes through the origin 

at all times. Assuming that each IoT-communicated device has 

its memristor device and applying a current over each 

memristor device will produce unique voltage values. 

2. MEMRISTOR BACKGROUND

Memristor (memory-resistors) is a two-terminal non-linear 

passive element that was authorized by Chua [4] in 1971, as a 

fourth passive element and added to the first three: resistors, 

capacitors, and inductors. Memristor’s mathematical 

International Journal of Safety and Security Engineering 
Vol. 13, No. 2, April, 2023, pp. 349-358 

Journal homepage: http://iieta.org/journals/ijsse 

349

https://orcid.org/0000-0003-2434-9365
https://orcid.org/0000-0003-2528-3943
https://crossmark.crossref.org/dialog/?doi=10.18280/ijsse.130217&domain=pdf


 

expression is M=dq/dφ, which represents the connection 

between the flux φ and the charge q, as shown in Figure 1. 

Memristors are compatible with Complementary Metal Oxide 

Semiconductor (CMOS) technology and are frequently used 

for crossbar arrays on silicon (Si) wafers [5]. Every two 

crossing wires in the crossbar are connected by a memristor, 

forming a fully interconnected mesh of vertical wires. These 

arrays have been proposed for use in memory applications 

owing to the memristor’s non-volatility, non-linearity, nano-

scalability, and programmability. Memristors are recently 

used for many applications but one of the most important 

applications is using it in a hardware security application.  

In 2008, researchers at Hewlett-Packard (HP) labs presented 

the first physical model of memristors [6]. After that, different 

memristors models with various switching behaviors have 

been suggested, such as inter-facial switching [7], Phase-

Change Memory (PCM) [8], filamentary switching [9], 

Valence-Charged Memory (VCM) [10], Electrochemical 

Metallization Memories (EMM) and VCM [11], EMM [12]. 

A complete understanding of the switching mechanisms of 

memristors is given in [13]. The linear and non-linear ion drift 

memristor models are the most used with PUF. Before the 

fabrication of the memristor device, it was just a theoretical 

concept. The HP laboratory team created the first physical 

memristor model utilizing titanium dioxide (TiO2), and they 

presented the most basic design of the device  [14] as shown in 

Figure 2. 

 

 
 

Figure 1. Relationship between individual RCLM elements 

and the equivalent representations [6] 

 

 
(a) 

 
(b) 

 
(c) 

 

Figure 2. Memristive device and its equivalent circuit 

proposed by the HP Lab (a) memristor symbol (b) memristor 

equivalent circuit (c) pinched hysteresis loop in I-V plane [6] 

 

The HP model was the first two-terminal nano-technology 

device that displayed a hysteresis loop that was squeezed in 

the I-V plane [6], but researchers found that this model has 

some drawbacks that need to be fixed. Since a genuine 

memristor is a nonlinear device, the initial linear HP model is 

not appropriate for creating a functional emulation circuit or 

application. To overcome this device’s limitations, researchers 

directed using a nonlinear window function to add nonlinearity 

behavior to linear HP model. Different window functions are 

proposed, the first window function was proposed in the study 

[15], it is called the Joglekar window function. this window 

function had some limitations that prompted to the 

improvement of a new window function called by Biolek et al. 

[16] window function. However, these early window functions 

do not offer a scale factor or threshold mechanism, therefore it 

cannot be managed [17], in order to overcome this restriction, 

a different window function with the scaling factor was offered, 

called by Prodromakis et al. [18] window function. This 

window function is likewise inappropriate for programming 

analog circuits due to the boundary lock problem, in order to 

address this problem, a new window function is proposed in 

the study [19]. All of the window functions described above 

are fully compared in the study [20].  An exponential nonlinear 

memristor model was proposed based on the experimental 

results in the study  [21], Recent memristor applications have 

used this model extensively.  There are other models of 

memristor, these models are Simmons Tunneling Barrier 

Model (STBM) [22], Threshold Adaptive Memristor Model 

(TEAM) [17], the Generalized Memristor Model (GMM) [23], 

and the Voltage Threshold Adaptive Memristor model 

(VTEAM) [24]. 

 

 

3. PHYSICAL UNCLONABLE FUNCTION (PUF) 

BACKGROUND  

 
PUF is a lightweight primitive for hardware security, that 

maps a series of challenges (inputs) to a series of responses (or 

outputs) through a physical system to generate a device-

specific cryptographic key [1]. PUFs are unclonable, robust, 

and unpredictable. PUF’s unclonability characteristic specifies 

that its Challenge-Response Pairs (CRPs) can’t be duplicated 

by other PUF instances. PUF’s robustness comes from 

consistently producing identical responses to a given applied 

challenge every time. And PUF’s unpredictability refers to its 

random procedure. PUFs are resistant to assaults since these 

variances are concealed from physical inspection and only 

detected when necessary [25]. 
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PUFs make use of several physical electrical parameters, 

including frequency, voltage, current, time, bistable states, and 

capacitance to produce a unique identifier for each IC [26]. For 

example: in Arbiter PUF (A-PUF), to create one random bit, 

the propagation delays of two signals across two symmetric 

paths are compared [27]. Similarly in Ring-Oscillator PUF 

(RO-PUF), in order to create random response bits, the 

frequencies of two identical PUFs are compared [28], where 

Butterfly PUF (B-PUF), a cross-coupled circuit that is capable 

of being brought to a floating unstable state before being 

allowed to settle into one of the two potential stable states [29]. 

In the case of PUF, different performance metrics are 

measured such as uniformity, uniqueness, reliability and bit-

aliasing [30], a short description of these performance metrics 

will be discussed below: 

Uniformity: characterizes how the proportion of ‘0’ and ‘1’ 

in the responses of one PUF is uniform, the probability of ‘1’s 

should be equal to the probability of ‘0’s ideally. And it is 

computed as the fractional Hamming Weight (HW) of the total 

responses as in Eq. (1). 

 

𝑈𝑛𝑖𝑓𝑜𝑟𝑚𝑖𝑡𝑦(𝑖) =
1

𝑛
∗ 𝐻𝑊(𝑅𝑖) × 100%  (1) 

 

where, Ri: is the n-bit responses from the chip i, HW(Ri): is the 

number of ‘1’s in the responses. The value is predicted to be 

close to 50% in the ideal case. 

Uniqueness: characterizes how can easily distinguish one 

PUF instance from another PUF instance. Uniqueness is a 

measure of inter-chip differences, so each pair of chips should 

be considered. It can be evaluated with the average fractional 

inter-chip Hamming Distance (HD) among responses 

generated by the same challenges from different chips as in Eq. 

(2). 

 

𝑈𝑛𝑖𝑞. =
2

𝑘(𝑘−1)
∑ ∑

𝐻𝐷(𝑅𝑖,𝑅𝑗)

𝑛

𝑘
𝑗=𝑖+1

𝑘−1
𝑖=1 × 100%  (2) 

 

where, k: is the number of PUF chips and Ri, Rj: are the n-bit 

responses generated by chips i and j respectively. The value is 

predicted to be close to 50% in the ideal case. 

Reliability: characterizes the ability of PUF to generate 

responses in different environmental conditions such as 

temperature and supply voltage. The average fractional HD 

intra-chip among responses generated by the same challenges 

on the same chip is used to calculate reliability as in Eq. (3) 

and (4): 

 

𝐻𝐷𝑖𝑛𝑡𝑟𝑎(𝑖) =
1

𝑥
 ∑

𝐻𝐷(𝑅𝑖,𝑅′𝑖,𝑦)

𝑛
× 100%

𝑥

𝑦=1
  (3) 

 

where, x: is the number of samples that be collected from chip 

i, all are in the same environment, Ri: is the n-bit responses 

from chip i in some environmental condition, and R'i,y: the 

responses of the yth sample in a different condition. The 

reliability of the PUF on chip i is defined as in Eq. (4): 

 

𝑅𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦 = 100% − 𝐻𝐷𝑖𝑛𝑡𝑟𝑎 (𝑖) (4) 

 

The value is predicted to be close to 100% in the ideal case. 

Bit-aliasing:  identifies the similarities between PUFs' 

responses. Different ICs may generate similar results when bit-

aliasing occurs. The bit-aliasing of the l-th bit of an n-bit 

response is the average hamming weight of the l-th bit across 

several k devices. The ideal value is 50% and it is defined as 

in Eq. (5): 

 

𝐵𝑖𝑡 − 𝑎𝑙𝑖𝑎𝑠𝑖𝑛𝑔 =
1

𝑘
∗ ∑  𝑟𝑖, 𝑙 × 100%𝑘

𝑖=1   (5) 

 

where, k: is the number of PUF chips, and ri, l,: is the l-th bit 

of the response in n-bit response. For more information, an 

overview of many PUF circuits is available in the study [31-

33]. 

 

 

4. IMPLEMENTATION OF MEMRISTIVE PUF (M-

PUF) 

 

PUF is a hardware security primitive, that aims to mitigate 

counterfeiting, side-channel assaults, and piracy [34]. After 

emerging new nanotechnologies such as memristors, PUF has 

been gaining more attention [35]. Physically Unclonable 

Functions (PUFs) are mainly used in hardware security for 

chip identification and authentication. PUFs for 

semiconductor devices use natural cell-level variations 

inherent in silicon to create a unique, non-clonable device 

response to a specific input. Every chip ever produced has 

natural process variations that make them physically different, 

even for chips from the same wafer. Differences in threshold 

voltages, for example due to microscopic variations between 

transistors, are inherently random and can be exploited to 

create a truly unique cryptographic key in each chip (hardware 

level). Therefore, we can call this unique key a chip's 

fingerprint. 

Non-Volatile Memory-based PUFs such as Memristor-

based PUFs’ feasibility and quality are investigated in the 

study [36]. M-PUFs have been proposed to enhance the 

performance metrics for numerous applications, including 

tamper detection, digital signature, authentication, 

identification, and random number generation [37]. The 

authors [2] proposed Memristor-based Public Physical 

Unclonable Functions (M-PPUFs) to enable second-secure 

party protocols like time-limited authentication and remote 

secret key exchange that will take many years for an adversary 

to compromise. In the study [34], the authors introduced a 

unique M-PUF design that uses differences in a memristor's 

write-time as an entropy source. The results demonstrate good 

statistical performance in terms of reliability, uniformity, and 

bit aliasing. In the study [38], in order to avoid the 

requirements for statically assigned input and output pins, the 

authors suggested using bidirectional memristors in a 

suggested architecture for public PUF polyomino partitioning. 

They also clarified how to implement authentication and 

remote secret key exchange protocols. In the study [39, 40], in 

order to validate the possibilities of nanoelectronics hardware 

security solutions, the authors give an overview of PUF 

architectures and circuits based on memristors. In the study 

[41], the author presented a memristor-based PUF that makes 

use of a weak-write method to obtain process-variable, cell-

based behavior that is used as a PUF response. They also 

evaluated memristor PUFs under random process changes. 

The authors [42] presented the use of a readout method that 

uses the non-volatile resistive memory (RRAM) device’s total 

resistance variation to control the delay of a current-controlled 

ring oscillator. The authors [36] investigated the memory-

based PUFs' viability and quality, they suggested an emerging 

Nonvolatile Memory (e-NVM) -based PUF. 

The authors [43] suggested a Non-Volatile Memory-based 

PUF (NVM-PUF) that can eliminate bit flips without using 
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auxiliary data. This NVM-PUF is mostly helpful for encoding 

applications that demand the exact regeneration of secret 

bitstrings. In the study [44], the fabricated Memristor-based 

PUFs (M-PUFs) were reported by the playwrights. The six 

memristors they created exhibit good reliability and a PUF 

response with a 50% uncertainty with repeated interrogation. 

The authors [45] created a strong PUF based on on-chip 

memristors (M-sPUF), which serve as a reconfigurable PUF 

(r-PUF). This model illustrates the desired properties of PUFs, 

such as uniqueness, reliability, and the quantity of CRPs. The 

authors [46] provided instructions for developing hardware 

security primitives by making use of the distinct 

characteristics of newly developed nanoelectronics 

components including memristors, in addition to talking about 

hardware security fundamentals for topics like data encryption, 

digital signatures, and authentication.  

The study [47] reported the crossbar memristive PUF (M-

XbarPUF) for many applications, including key generation for 

encryption and authentication. The authors [48, 49] suggested 

a CMOS-memristive delay-based PUF. In the study [50], a 

two-dimensional crossbar array was used to improve the write-

time-based memristive PUF that was presented previously in 

the study [42]. The authors [51] provide a summary of the M-

PUF circuits proposed in the study [42, 50]. The authors [52] 

proposed a PUF based on reconfigurable Resistive RAM 

(RRAM). In the study [53], an evaluation strategy for RRAM 

PUF was described. The authors [54] presented an RRAM 

PUF model, to reduce the possibility of early lifetime failure, 

one response bit was generated using the total of read-out 

currents from several RRAMs. The authors [35] provide an 

overview of existing PUF devices based on several 

technologies, including memristors. They came to the 

conclusion that M-PUFs have promising reproducibility, 

uniqueness, uniformity, and bit-aliasing properties. 

In the study [55], an optimization-theoretic attack on the 

target PUFs which include the Arbiter PUF (APUF) and the 

Memristor Crossbar PUF (M-XbarPUF) is proposed by the 

authors. In the study [56], in order to understand how such 

nanoscale technologies, affect power, area, and latency in 

comparison to traditional CMOS-based approaches, the 

authors investigate a few instances of nanoelectronics security. 

In the study [57], the expression "hardware security primitive" 

was used by the authors to refer to memristor PUFs, moreover, 

they proposed a modification to the CMOS-memristor-based 

PUF structure initially described in the study [49] to make it 

resistant against cryptanalysis. The authors [58] investigated 

Memristor-based XbarPUFs under different temperature 

conditions and supplied voltage. They also suggested a 

technique to make such circuits more reliable. In this paper 

[59], circuit configurations are suggested to boost differences 

and enhance the Memristive Arbiter PUF (APUF) statistical 

performance including uniqueness, uniformity, and bit-

aliasing. The authors [60] showed how to physically 

implement a trustworthy and tamper-resistant RRAM-based 

PUF, they also demonstrated trade-offs between performance 

and security, on the one hand, and latency, area, and energy 

consumption, on the other. The authors [61] proposed a new 

M-PUF as a hardware security solution. A new NVM-based 

PUF with a memristor technology survey was provided [62].  

The paper’s [63] main topic was crossbar PUF design 

factors. Additionally, several design changes were suggested 

to increase the PUF's resistance to machine learning attacks. 

RRAMs are used by the authors to modify the conventional 

CMOS time-delay-based PUF (TD-PUF) [64]. The authors 

[65] presented memristor-based XbarPUF with a large number 

of CRPs. The researchers [66] reported a PUF circuit that 

minimizes the impact of resistance window degradation based 

on RRAM's inherent resistance variations and the differential 

read-out technique. They enhanced the RRAM PUF's 

performance and reliability and showed its potential for use in 

IoT applications as a lightweight security solution. Detailed 

overviews and tutorials on recently created NVM-based PUFs, 

including memristors, were provided by the authors [67, 68]. 

The authors [69] suggested an attacking strategy based on 

side-channel information and optimization theory, where they 

estimate manufacturing variances of the circuit parts and 

estimate the PUF's responses to challenging vectors whose 

actual responses are unpredictable. They use this attack 

strategy on a variety of well-known PUF designs, including 

the APUF, M-XbarPUF, and the XOR Arbiter PUFs (XOR-

APUF). In the study [70], the sensing amplifier was proposed 

by the authors and combined with an XbarPUF. The authors 

[71] demonstrated how memristors can be used to define safe 

and compact user authentication systems. In the study [72], a 

strategy based on memristive PUFs was suggested for 

protecting IoT devices. The authors [73] experimentally 

proved the ability of a physical fingerprint to execute verified 

key destruction. They also created a comprehensive procedure 

based on verifiable key destruction for re-lockable logic 

modules that combine computing, memory, and security 

functions. The authors [74] validated a PUF circuit by 

experiment. In the study [75], to authenticate users and 

perform sneak path integrity checks on stored data in the 

crossbar array, the authors included a PUF circuit. They 

showed how memristive crossbar arrays might be used for 

both memory and PUF applications. 

In study [76], on the RO-PUF, two major modifications are 

suggested. The first modification is the addition of the 

memristor to the RO's inverting units, and the second is a 

change in how the PUF's response is generated. Other ROPUF 

designs only produce one response bit from each pair of RO, 

whereas the proposed memristor-based ROPUF produces 

many response bits from each sequence of pairs of RO. The 

authors [77] proposed a security system that utilizes a 

memristor-based PUF along with memristors as non-volatile 

backup memory. The proposed system is highly lightweight 

and offers enough security. The authors [78] introduced 

reconfigurable RRAM PUF based on the shared jitter noise's 

random dynamic entropy. The authors [79] reviewed 

experimental work on emerging nonvolatile memory-based 

security primitives. The author [80] reviewed emerging 

nanotechnologies including memristors in terms of hardware 

security, and also explored how they could be used to improve 

hardware security. The authors [81] reconstruct a variety of 

memristor-PUFs and comprehensively evaluate their 

unpredictable properties. They demonstrate that modeling 

memristor-PUFs with high prediction rates of 98% is possible 

by utilizing machine learning algorithms. The authors [82] 

proposed the PUF to overcome the limitations of current 

security strategies, TiOx/Al2O3-based memristors are used to 

fabricate a 32x32 crossbar array, and its electrical properties, 

including its set voltage distribution, are examined. The 

authors [83] reviewed memristive PUFs (Physical Unclonable 

Functions) mentioned in the literature and defined the 

inducement for the usage of memristor technology for 

enforcing PUFs. they focused on PUFs’ applications, sizes, 

analysis, and physical variations. In addition, they provided 

the variety of samples generated the usage of Monte Carlo 
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simulation for evaluating the PUF circuits and additionally 

defined the protocols, functionality, and methodologies 

proposed in the memristive PUF literature. 

In the study [84], a transient form of diffusive memristors 

with W/Ag/MgO/Ag/W cross-point structures was developed 

for physical unclonable functions (PUF) for the first time. In 

the study [85], It is shown how to create a highly secure 

neuromorphic system utilizing a physically unclonable 

function (PUF) that makes use of high entropy produced by a 

memristor's stochastically switching made of poly (1,3,5-

trivinyl-1,3,5-trimethyl cyclotrisiloxane) (pV3D3). The 

authors [86] suggest two methods for enhancing PUFs' 

resistance to ML attacks. Each cross-point device should 

contribute as much as possible to the PUF output in order to 

reduce the predictability of the response, which is the general 

concept behind both ideas. 

 

 

5. CLASSIFICATION AND COMPARISON OF 

DIFFERENT DESIGN APPROACHES OF 

MEMRISTIVE PUF (M-PUF) 

 

The classification of different design approaches of 

Memristive PUFs that were investigated in the previous 

section has been summarized in Table 1, which contained 

detailed information on the proposed models including the 

model type, the implementation process type if it’s simulated 

or fabricated, and the size of both M-PUF and CRPs. The 

increase in the size of the memristor circuit appears to be the 

cause of the growth in the size of M-PUF circuits, and it is 

expected that the number of challenge-response bits will 

increase when the real implementation of memristor PUFs 

occurs. Tables 2 and 3 investigate the comparison in 

performance metrics results obtained by the simulation 

process and fabrication process respectively. The results 

demonstrated that uniqueness and uniformity are almost at the 

50% optimum value and also point to M-PUFs' resistance to 

modeling threats. Comparing between different results of 

performance metrics obtained by both simulation and 

fabrication processes, it’s clear that the highest value of 

uniformity metric is equal to 52.3% obtained from the 

simulated design [49]. Where the highest value of the 

uniqueness metric is equal to 51.06% obtained from the 

simulated design [57], the highest value of the bit-aliasing 

metric is equal to 52.35% obtained from the simulated design 

[52], and the highest value of the reliability metric is equal to 

100% obtained from the fabricated design [61]. 

 

Table 1. Classification of different design approaches of M-PUFs 

 

Ref. Year Model 

Process Type 
Memristive PUF circuit size and the number 

of used CRPs 

Simulation Fabrication 
M-PUF 

size 

Challenge- 

Number C 

Response- 

Number R 

[2] 2012 

Memristor-based Public Physically 

Unclonable Functions 

(M-PPUFs) 

Yes No n×m n-bit m-bit 

[34] 2013 Write-time memristor-based PUF Yes No n×n n-bit n-bit 

[38] 2013 

Memristor-based Public Physically 

Unclonable Functions 

(M-PPUFs) 

Yes No n×m n-bit m-bit 

[41] 2013 memristor-based PUF (M-PUF) Yes No n×m n-bit m-bit 

[42] 2013 
memristor-based Ring Oscillator PUF(M-

ROPUF) 
Yes No 1600 40 40 

[36] 2014 
emerging Non-Volatile Memory Based 

PUF (eNVM-PUF) 
Yes No n×m m/2 bit m/2 bit 

[43] 2014 
Non-Volatile Memory Based PUF (NVM-

PUF) 
No Yes 1600 40 40 

[44] 2014 Memristor-based Polyomino PUFs No Yes 1×1 1 1 

[45] 2015 Memristor-based strong PUF (M-sPUF) Yes No 1600 40 40 

[47] 2015 Memristive Crossbar PUF Yes No n×m n-bit m-bit 

[48] 2015 
Memristor-CMOS hybrid XOR/XNOR 

PUF 
Yes No 4n n-bit 1 

[49] 2015 Hybrid memristor- CMOS PUF Yes No 2n n-bit 1 

[50] 2015 
Two dimensions one Zener diode-one 

memristor (1ZD1M) based PUF 
Yes No n×n n/2-bit n/4-bit 

[52] 2015 
PUF is based on reconfigurable Resistive 

RAM (RRAM). 
Yes No m×n n-bit m-bit 

[54] 2015 Resistive RAM (RRAM) based PUF No Yes 1024 7 128 

[57] 2016 Memristor-Based Arbiter PUF Yes No 2n n-bit 1 

[58] 2016 memristive crossbar PUF (XbarPUF) Yes No m×n n-bit m-bit 

[59] 2016 memristive Arbiter PUF (APUF) Yes No 
160 or 

320 
32 or 64 4 or 8 

[60] 2016 Resistive RAM (RRAM) based PUF No Yes 1024 7 128 

[61] 2016 Resistive RAM (RRAM) based PUF No Yes 144 12 12 

[63] 2017 
XORed memristive crossbar PUF 

(XbarPUF 
Yes No m×n n-bit m-bit 

[64] 2017 
Resistive RAM (RRAM) based time delay 

PUF 
Yes No 48 1 1 

[65] 2017 Memristive crossbar PUF (XbarPUF) Yes No m×n n-bit m-bit 

[66] 2017 Resistive RAM (RRAM) based PUF No Yes 1024 3 128 
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[71] 2018 Memristor-based weak PUF Yes No 4×4 4 16 

[73] 2018 Memristor-based PUF No Yes 8192 7 4096 

[74] 2018 Memristor-based PUF No Yes 10×20 10 20 

[75] 2019 Memristor-based APUF Yes No m×n 8, 16, 32 4 or 8 

[76] 2019 Memristor-based ROPUF Yes No m×n n-bit m-bit 

[77] 2019 Memristive crossbar PUF (XbarPUF) Yes No m×n n-bit m-bit 

[78] 2019 Resistive RAM (RRAM) based PUF No Yes m×n n-bit m-bit 

[81] 2020 Hybrid RRAM based APUF Yes No m×n n-bit m-bit 

[82] 2021 
Selected Bit-Line Current PUF based on 

crossbar array 
No Yes 2^n n-bit m-bit 

[83] 2022 Transient Form of Memristors-based PUF No Yes n×n n-bit n-bit 

[84] 2022 pV3D3 memristor-based PUF No Yes n×n n-bit n-bit 

[85] 2022 Memristive Strong PUFs Yes No n×n n-bit n-bit 

 
Table 2. M-PUF Performance metrics analysis obtained by the simulation process 

 

Ref. Year 
Performance Metrics 

Uniformity (50%) Uniqueness (50%) Bit-aliasing (50%) Reliability (100%) 

[2] 2012 - 49% - 49% 

[34] 2013 49.99% - 49.99% 99.7% 

[38] 2013 - - - - 

[41] 2013 50% - - - 

[42] 2013 - 50% - - 

[36] 2014 - 49% - - 

[45] 2015 50.76% 50.07% - - 

[47] 2015 50.6% 49.98% - - 

[48] 2015 47.27% 49.57% 52.35% - 

[49] 2015 52.3% 50.04% 50.7% 96% 

[50] 2015 50.2% 50% - 95.1% 

[52] 2015 50% 50% - - 

[57] 2016 51.2% 51.06% 50.6% 99.7% 

[58] 2016 51.43% 48.57% 51.43% - 

[59] 2016 49.795% 50.006% 49.8% - 

[63] 2017 - - - - 

[65] 2017 - - - - 

[71] 2018 - 50.68% - - 

[75] 2019 49.7% 49.9% 49.8% - 

[76] 2019 51.43% 48.57% 51.43% - 

[77] 2019 - 50.09% 50.833% 99.904% 

[81] 2020 50.1% 49.5% - - 

[85] 2022 - - - - 

 

Table 3. M-PUF performance metrics analysis obtained by the fabrication process 

 

Ref. Year 
Performance Metrics 

Uniformity (50%) Uniqueness (50%) Bit-aliasing (50%) Reliability (100%) 

[43] 2014 - - - - 

[44] 2015 - 50% - - 

[54] 2015 49.8% 49.8% - - 

[60] 2016 - 49.8% - - 

[61] 2016 - 46.2% - 100% 

[64] 2017 - - - 97.3% 

[66] 2017 - 49.8% - 99% 

[73] 2018 - 50.06% - 86.18% 

[74] 2018 49.5% - - - 

[78] 2019 - - - - 

[82] 2021 50.3% 48.1% - 99.9% 

[83] 2022 - 49.1% - - 

[84] 2022 50% 50% - - 

 

 

6. CONCLUSION 

 

M-PUFs are being investigated by researchers for different 

applications, which include device identification, 

authentication, storage and generation of secret keys. M-PUFs 

take advantage of memristors' distinct characteristics, such as 

bi-directionality, model complexity, nonlinearity, non-

volatility and nano-scalability to enhance performance metrics 

of PUF which include bit aliasing, uniformity, reliability, and 

uniqueness. Different applications of M-PUFs such as 

memory applications because of memristor non-volatility 

property and hardware security applications such as chip 

identification, authentication, and key generation since PUF is 

very sensitive to manufacturing process variation, therefore it 

will give different responses for each input. Also, the size of 

the M-PUF circuit is expected to increase after the real 
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marketing of the memristor device. The analysis of the result 

obtained by the fabrication process and simulation process 

shows the development of the fabrication before it is 

commercialized. Most of the circuits were evaluated by 

simulation, whereas few other circuits were evaluated by 

fabrication owing to the expensive fabrication process. In 

general, the results of M-PUF for different design approaches 

proposed in the literature display the advantages of M-PUFs 

over traditional CMOS PUFs with respect to performance 

metrics that were mentioned previously. Noting that the results 

obtained by the simulation process are superior to the results 

obtained by the fabrication process, since the focus in the 

fabrication was on the success of the operation more than the 

results achieved. The results also point to M-PUFs' resistance 

to modeling attacks, side-channel attacks, fault-injection 

attacks, and machine-learning attacks. 

 

 

7. FUTURE WORK 

 

It is important to understand the characterization, modeling, 

and design strategy of M-PUF devices in order to understand 

their security scheme. Memristor nanotechnology device is 

still under development and has not yet been made 

commercially available. The future challenges are to 

determine appropriate security measures for M-PUF 

evaluation because of the commonly used performance 

measures for CMOS PUFs only, and another challenge is 

understanding attacks against the memristive circuits, there 

could be new and unanticipated assaults that directly affected 

on memristor circuits and need to be taken into consideration. 

Technology research and prototype development of a 

memristor provided good statistical results that are utilized to 

improve PUF performance metrics that will be used in the next 

hardware security generation. 
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