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ABSTRACT
The safety assessment of Safety Critical Systems (SCSs) is a challenging task since it involves different 
actors and a combination of several knowledge domains. This increases the complexity of the integra-
tion of safety requirements into the design model. Consequently, there is a need for a shared model 
with an unambiguous terminology aiming to avoid misunderstandings between both safety and design 
teams. In this paper, we propose a model-based system engineering approach in order to support the 
goal-oriented safety reasoning and to provide a common model between both safety and requirement 
engineering driven by goals. Furthermore, the present study considers the safety rules development 
process based on the Organization-based Access Control (Or-BAC) model, which is normally used to 
improve the security of the information systems. Then, the common vocabulary proposed for the inter-
pretation of the considered notions of domains is defined. Moreover, safety requirements are expressed 
with a high level of abstraction according to the required railway knowledge and the requirement trace-
ability process is considered through an up-bottom reasoning using the Unified Modeling Language 
(UML) diagrams. The proposed approach aims to provide a methodology able to identify safety con-
ditions in order to anticipate risks and to make better safety-related decisions. Finally, the proposed 
methodology is evaluated through a real accident scenario analysis in order to validate its adaptability 
to represent real critical situations.
Keywords: rail accident scenario, design model, dysfunctional analysis, model-based safety engineering, 
Or-BAC, safety requirements.

1  INTRODUCTION
Due to the increasing complexity and the ubiquitous deployment of safety critical systems 
(SCSs), new needs concerning safety methodologies and tools arise. In such interactive com-
plex systems, there are many branching paths among components making the interactions 
unpredictable to system designers and users. Therefore, complex systems are error prone 
and safety critical since errors lead to accidents with potentially catastrophic effects. Con-
sequently, the increasing complexity of transportation systems makes their development and 
safety analysis more difficult. The identification of necessary safety conditions to reduce the 
occurrence of dangerous situations is important to guarantee required safety integrity level 
(SIL) [1]. This parameter directly impacts the system architecture design and determines the 
risk reduction factor required for safety functions. Its possible values range between ‘0’ (less 
critical) and ‘4’ (most critical). The design of a specific system and its subsystems depends 
on the value of the SIL associated with each functionality of the system.

In railway systems, more and more functionalities are transferred from hardware to soft-
ware components. Consequently, it becomes continuously harder to verify safety aspects. 
Model-based safety analysis can help solving this problem by finding causal connections 
between component failure modes and overall system hazards. Besides, taking advantage of 
these notions requires to build models combining both functional and dysfunctional aspects. 
Most of the current practices on the system safety assurance rely mainly on manual processes. 
Currently, the railway safety community refers to qualitative methods before the design 
process. Nevertheless, a tool-based methodology does not exist to allow the integration of 
the safety assessment earlier into the design stages. Moreover, the safety rule development 
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process is not performed through a dedicated tool which combines both railway knowledge 
and requirement engineering.

In a previous work [2], we proposed a semantic interpretation of the safety-related con-
cepts based on a foundational ontology (the Unified Foundation Ontology [UFO]) and 
the Organization-based Access Control (Or-BAC) which is inspired by the information 
systems (IS) security. This semantic interpretation provides a conceptualization of safety-
related concepts in real-world semantics, with the aim of matching the different knowledge 
domains. Consequently, a conceptual model with a shared view of safety, Or-BAC and the 
goal-oriented requirement engineering (GORE) concepts is obtained.

In this paper, the proposed approach aims to integrate safety knowledge as soon as possible 
in the railway system architecture design. First, we define an ontology of the European Rail 
Traffic Management System (ERTMS) to have a structured and non-ambiguous representa-
tion of the system. The aim of this study is to propose a formalization of safety requirements 
that will be taken into account along the design phases. They are expressed with a high level 
of abstraction and related to Or-BAC concepts. Then, the traceability of their evolution and 
their impact on system’s other requirements are considered. The paper starts with the descrip-
tion of the proposed methodology. Section 3 describes the considered case study and the 
safety-related analysis. Then, Section 4 discusses some related works and compares them to 
ours. Finally, Section 5 concludes the paper and outlines some perspectives.

2  DYSFUNCTIONAL ANALYSIS INTEGRATION INTO AN MBSE  
APPROACH WITH UNIFIED MODELING LANGUAGE

System engineering (SE) approaches provide relevant solutions for the purpose of formal-
izing and comprehending complex systems. Thus, big efforts are required to manage the 
complexity, to maintain the coherence and the consistency along the development and to 
deal with numerous requirements relevant to multiple domains. In order to prevent as many 
accidents as possible, efforts are being focused on safety in many domains. Development 
requirements and SCS life cycle present guidelines to make systems more and more fault-
tolerant. However, a potential source of safety critical problems can only be anticipated if 
safety requirements are integrated as early as possible into the system architecture design. 
This problem is amplified by the fact that safety and system design engineering develop their 
own techniques and methodologies separately.

For the railway domain, safety analysis is executed through standard methods such as 
Fault Tree Analysis [3], Preliminary Risk Analysis [4] or Failure mode, effects and critical-
ity analysis [5] and formal verification methods like the B method [6]. In order to avoid 
error-prone processes and to involve both safety engineering and system design, we employ 
a model-based safety engineering approach. This approach provides a shared view of the 
same model of the system between safety engineers and system designers. Indeed, model-
driven engineering (MDE) [7] is being successfully adopted in many domains and industrial 
research projects [8]. For instance, the model-based system engineering (MBSE) approach 
proposed in [9] shows the utility of the MDE in order to integrate the dysfunctional analy-
sis into the system design. This approach is evaluated by a case study from a real accident 
scenario of Saint-Romain-En-Gier, France.

As a contribution to this paper, we propose a methodology to integrate dysfunctional analy-
sis into the design process from the first stages for railway systems. The aim of this study 
consists in defining the safety rule development process based on the Or-BAC model with a 
high level of abstraction. Then, their integration into the design model and their traceability 
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are considered. The first step of the methodology is illustrated by examples from the ERTMS 
system. Moreover, the ERTMS-related concepts are formalized in a structured way in order 
to regroup and create a formal structure of this domain concept into a knowledge web. In this 
study, ontologies are used to model and formalize the ERTMS system requirement specifica-
tions (SRS).

Ontologies are structured representations of knowledge of a certain domain. Several defi-
nitions of the term ‘ontology’ have been provided in the literature. Ontologies present their 
own methodological and architectural peculiarities. On the methodological side, the main 
peculiarity is the adoption of a highly interdisciplinary approach, where philosophy and lin-
guistics play a fundamental role in analyzing the structure of a given reality at a high level 
of generality and in formulating a clear and rigorous vocabulary [10]. On the architectural 
side, the most interesting aspect is the centrality of the role that an ontology can play in a 
complex system, leading to the perspective of ontology-driven complex systems modeling. 
The railway domain is an environment where numerous heterogeneous information sources 
exist. The ERTMS system basically relies on information exchange. Ontologies provide a 
number of useful features for intelligent systems, as well as for the knowledge representation 
[11]. In the railway domain, documents describing the SRS [12], provided by the European 
Railway Agency, were issued with the specific aim of explaining and clarifying the usage of 
a part of the terms/concepts used in this domain and of the system itself. The main idea of the 
proposed methodology is summarized in Fig. 1.

In this study, we choose an ontology creation tool using the Web Ontology Language, 
called the Protégé tool. Protégé 5.2.0 was developed by Mark Musen’s group at Stanford 
Medical Informatics. Its plug-in architecture can be adapted to build both simple and com-
plex ontology-based applications. In this environment, concepts are formalized as classes 
together with their types of properties and relations between them. Our ERTMS ontology is 
composed of three layers, based on the ERTMS architecture: ETCS on-board, ETCS Track-
side and Global System for Mobiles-Railway (GSM-R). Moreover, human actors and the 
train are considered for the system environment factors aspect. These subsystems are formal-
ized as classes. Every subsystem (class) is composed of several components, where each one 
has its own functions, properties and communication interfaces (relations) with the other 
components. The classes’ view of the ERTMS ontology is presented in Fig. 2.

In the present paper, we use the SRS documents, written in natural language (English), 
and we build our ontology in French. The asserted class hierarchy view is one of the pri-
mary navigation devices in Protégé. It is presented as a tree where nodes represent classes. 
A child–parent relationship in the tree represents a sub/super class relationship in the class 
hierarchy. Moreover, a class will be shown as a child of another class in the tree (1) if it is 
asserted to be a SubClassOf that other class or (2) if it is asserted to be EquivalentTo a class 
expression that is an intersection containing that other class as an operand. For example, in 

Figure 1:  The approach idea.
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our ERTMS ontology, the radio infill is equivalent to the euroloop in the ETCS track-side. 
In order to have a non-ambiguous representation of the ERTMS system model, this ontology 
was translated to a Unified Modeling Language (UML) class diagram in [9], based on some 
defined rules. Moreover, this ontology may be represented using the Resource Description 
Framework (RDF), which is a model, associated with a syntax, whose purpose is to allow 
a community of users to share the same meta-data for shared resources. It was originally 
designed by the W3C in order to help the information structure accessibility on the web and 
effectively index it. This formalism provides the definition of the model (or even a diagram) 
of meta-data that allows:

•	 to make sense of the properties associated with a resource;

•	 to constrain on the values associated with a property to ensure its significance.

An RDF model is a statement represented by the threefold: property, resource and value. In 
this study, the RDF graph representation provides a better extraction of information through 
SPARQL Protocol and RDF Query Language. Furthermore, the dysfunctional analysis aspect 
considered in this study requires a thorough traceability of the failure causes and effects in 
order to help safety-related decisions. For instance, the failure propagation of a system com-
ponent may be detected by specific queries and the mitigation measures may be integrated 
into the ontological model and then into the design model. Then, another component may be 
delegated for the purpose of accomplishing the failed task. This formalism has been widely 

Figure 2:  The ERTMS ontology.
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used in order to enhance the IS security. For instance, it is employed in the authentication 
context for a specific IP address or in the network routing. Consequently, it provides a match-
ing between subgraphs and the queried ontology graph. Besides, the other advantage of using 
this formalism consists in ensuring the matching between concepts and the interoperabil-
ity between ontologies representing different knowledge domains. This aspect is interesting 
for our work since it allows a better information management and a matching between the 
system ontology concepts and the domain ontology (dysfunctional analysis ontology). This 
will be the subject of future work. Figure 3 represents the RDF graph of an example from the 
ERTMS ontology with the aim to illustrate this formalism utility.

For the purpose of supporting the SE approach, we must use a tool to model system require-
ments and the ERTMS system architecture and ensure the coherence between these different 
views. Indeed, we chose the UML, thanks to its several advantages, semi-formal capabili-
ties of modeling and formal semantics [14]. Simultaneously, we use the Object Constraint 
Language (OCL) that is a formal language used to express side-effect-free constraints in the 
UML model. Semantics for OCL includes necessarily semantics for class diagrams [15]. 
Consequently, the ERTMS ontology is modeled in UML class diagrams and OCL constraints 
[9]. Moreover, UML is more and more applied in different academic and industrial projects 
because it provides a better communication and manipulation of the same system model by 
design engineers and safety engineers [16]. For example, UML class diagrams are used in 
order to represent ontologies and UML object diagrams to represent instance knowledge [13].

The approach proposed in [9] shows that safety measures derived from the dysfunctional 
analysis must be expressed with a high level of abstraction. In the present study, we propose 
a model of the safety rule development based on the Or-BAC model. It establishes relations 
between safety-related concepts and Or-BAC concepts and then the GORE concepts. As a 
preliminary step, we proposed a semantic interpretation of safety, Role-based Access Control 
(R-BAC) and GORE concepts based on the UFO foundational concepts [2]. This semantic 
interpretation of concepts in real-world semantics enhances the multi-view modeling with a 
common vocabulary. Furthermore, it ensures the interoperability between different knowl-
edge domains and the analogy of concepts between the IS security and the railway safety. 
In this paper, we propose the UML class diagram, as presented in Fig. 4, showing relations 
between concepts (classes) in order to deduce the expression of safety rules regarding other 
concepts. In this diagram, we consider the SRS concepts such as scenario, goal, requirement 
and actors. Moreover, we introduce the Or-BAC concepts such as organization, role and 
context, and we define relation between them. This modeling process improves the clarity 
and the expressivity of safety rules. Then, the requirement engineering (RE) perspective is 
considered with the aim to ensure the requirement traceability. The proposed methodology is 
evaluated and illustrated by a real accident scenario in the next section.

Figure 3:  The RDF graph example.
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Requirement engineering is a primordial activity in the architecture system design. A 
requirement specifies the capability or condition that must (or should) be satisfied. A require-
ment may specify a function that a system must perform or a performance condition a system 
must achieve [17]. The aim of this study consists in integrating new safety requirements as 
soon as possible in the design stages. So, we have to formulate safety requirements with a 
high level of abstraction in order to have a flexible integration of requirements and have a 
good visibility of the requirement evolution. Safety requirements can be grouped into two 
categories [18]:

1.	 Requirements related to compliance and good practice;
2.	 Specific system performance-related requirements.

In this paper, the second category related to the system performance is considered. Safety 
requirements can be expressed according to the desired actor who is involved to accomplish 
the failed service. We have two methods to anticipate safety problems: component redundancy 
and human interventions. Component redundancy is the most applied protection measure in 
the hazard log. This mitigation measure is related to novel equipment, or new processes, or 
any novel environment states within which the regular equipment or processes have to oper-
ate. Once the safety requirement deduced from the hazard assessment and expressed with 
the high level of abstraction, it will be integrated into the system architecture. The second 
challenge of our study is to trace the requirement’s evolution. Once the functional model is 
reliable, the required SIL is achieved. The inherent complexity of complex systems imposes 
the use of powerful tools for the implementation of the requirement traceability. In this study, 
we choose Systems Modeling Language (SysML), thanks to its advantages to model require-
ments explicitly [17].

SysML is a general-purpose modeling language for SE applications. It supports the speci-
fication, analysis, design, verification and validation of a broad range of systems and sys-
tems-of-systems. SysML is defined as an extension of a subset of the UML using an UML 
profile mechanism [19]. In this study, we are particularly interested by its ability to represent 
text-based requirements and relate them to other modeling elements. A standard require-
ment includes properties to specify its unique identifier and text requirement [15]. Thus, a 
generic trace requirement relationship provides a general-purpose relationship between a 

Figure 4:  UML class diagram of safety rule-related concepts.
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requirement and any other model element. Finally, we illustrate the proposed methodology 
based on a case study from the real accident scenario of Saint-Romain-En-Gier in France in 
the next section.

3  A CASE STUDY: SAINT-ROMAIN-EN-GIER ACCIDENT
In this paper, we present the accident scenario of Saint-Romain-En-Gier, in France, which 
consists in a railway collision on 5 April 2004, between an empty high-speed train and a 
works train at 532,730 km on track 2 of the main line between Lyon and Saint-Etienne 
as mentioned in Fig. 5. The accident was due to track works between the cities of Rive- 
de-Giers and Givors, in a railway section equipped with reverse signaling [20]. The works car-
ried out on the night of the 4th to 5th of April took longer than expected, and consequently, the 
works trains were behind schedule on their return path. The ballast works train return journey 
conflicted with the first commercial train in the morning run between Lyon and Saint-Etienne. 
Due to a series of errors, these two trains were running in opposite directions but moving 
towards each other on the same track, and a frontal collision could not be avoided. Two people 
were injured and considerable damage was done to the rolling stock. The BEA-TT report [20] 
describes the accident causes and circumstances, and it represents preventive recommenda-
tions in order to mitigate the risk level in these situations involving works trains.

In this study, this accident scenario is chosen because it highlights the utility of Or-BAC 
concepts in the definition of safety-related rules, particularly the context concept. Further-
more, the analysis of this scenario shows that there are at least three violated safety rules. 
In this paper, we discuss the safety rule development for this scenario, and a safety rule is 
proposed and formalized.

In order to help the safety reasoning and to analyze the system behavior regarding the criti-
cal information, we affirm that the safety rule is structurally related to a context. It may be 
spatiotemporal, a precondition or a chronological order of actions. From this point of view, 
we conclude that the aggregation relation between safety rules and its three aggregates such 
as the context, the preconditions and the actions list is primordial. The safety rule decompo-
sition is considered in [21], but it is not formalized in terms of safety reasoning, modeling 
and requirement traceability. In this paper, we tackle these issues. According to the BEA-TT 
report [20], the preventive actions considered in this scenario are:

1.	 The request of track interception (DIV) which is defined as a procedure allowing the 
service responsible for the infrastructure maintenance to carry out work on a portion of 
line or track, depending on two traffic agents, with the guarantee of no commercial traffic 
for a specified time period.

Figure 5:  The infrastructure representation [20].
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2.	 The site protection: The safety agent responsible for the site has to protect it. He should 
leave a flag across the track (it is called a manual stop signal SAM). Consequently, any 
train that enters in this site will be informed. Nevertheless, this action was not done by the 
safety agent in this scenario.

3.	 The permanent installation of the opposite direction (IPCS): railway lines may be 
equipped with signaling devices allowing trains running in both directions on every 
track. However, this equipment may be used in only one direction of the track. In this 
scenario, the works train driver crosses a turned-off signal. This signal is turned off be-
cause the traffic agent authorizes the crossing of the commercial train in the other direc-
tion. This collision occurred at a low speed (20 km/h for the works train and 10 km/h for 
the commercial train). The commercial train was slowed by the signaling which ensures 
that no collision in the same direction can happen. Unfortunately, the movement of trains 
in this scenario was in both directions. In this case, we may conclude that the works train 
driver considered that he was protected by the DIV.

After the analysis of the scenario, the BEA-TT experts conclude that the series of errors 
in this accident are due to a lack of appreciation of the context. Indeed, the whole safety 
reasoning considers all safety measures/actions. If the system actor has a partial view of the 
system, a partial analysis of the context leads to measures inconsistent in terms of safety. 
Consequently, it is judicious to use a formalism which provides a structured and non-ambig-
uous representation of critical data related to the context. Hence, the Or-BAC formalism is 
particularly interesting for safety rule development since it introduces the context concept. 
In this study, we propose a specialization for the railway application. In the present paper, 
we propose an intuitive safety reasoning (not definitive) in order to illustrate the proposed 
methodology.

According to the considered scenario, a DIV is deposited to track 1 and track 2.
In this case, there are two critical information to be considered:

1.	 This DIV is deposited to track 2 every night as always; however, on the night of the ac-
cident, it has been extended. Indeed, the DIV extends from Rive de Gier to Givors on this 
night. Contrarily, it covered Rive de Gier to Trèves-Burel previously.

2.	 At the time of the accident, the DIV of track 1 had been released.

According to the BEA-TT report [20], the agent supposed that the DIV position was the 
same and the section Rive de Gier-Givors was not occupied. Consequently, every modifica-
tion should have been reported to the next agent. However, it is not the case in this scenario 
because the previous agent put a physical device against the opening of the route on track 
2 from Givors to Rive de Gier. Furthermore, the interdiction of movement on track 2 was 
not lifted since these devices were not removed. Hence, the provisional context had to be 
considered in this case. From another point of view, the traffic agent did not consider the 
protection aspect. In other words, the critical information related to the DIV show that a 
DIV is planned for a specific period and the traffic is authorized if and only if the DIV is 
removed. In this case, the temporal context is useful only for the scheduling but not for the 
safety aspect.

The IPCS access may be done without stop through the opposite direction entry table 
(TECS), which is a luminous board indicating to the train driver that he start to circulate 
in the opposite direction. Consequently, the signals to be respected are then on the other 
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side of the track [20]. In this scenario, the works train encountered the second IPCS of 
Trèves-Burel/Givors, which is out of its operating institution, and the TECS was turned 
off indicating that the train circulates through the wrong way. Indeed, the Trèves-Burel 
station and the IPCS Trèves-Burel/Givors fall within the institution of Lyon-Sud, while 
the zone under construction during the days of 4th and 5th April only concerns the insti-
tution of Saint-É tienne Loire. Consequently, the works train is engaged in the IPCS 
without respecting the signaling. According to the BEA-TT analysis, the lack to con-
sider the number, the actual disposition and the procedures for using IPCS steps seem 
to have been the main source of misunderstandings between safety operators. Moreover, 
the inaccuracy of the list of intermediate signals weakens the strictness of attitude of the 
operators in the field. More details about installations on the line Saint-É tienne/Lyon 
may be found in Appendix 7 of the BEA-TT report [20]. In this study, a safety measure 
is proposed as an example in order to illustrate the proposed methodology and to assist 
safety-related decisions.

Intuitively, we can propose an automatism as an example: the deployment of a crocodile, 
which is a component of a train protection system used in France, Belgium and Luxembourg, 
on track 2. This safety measure may be considered in order to transmit on-board an authori-
zation/interdiction to cross a signal and potentially to stop a train when passing a dangerous 
signal. In this case, this emergency stop may be envisaged as an IPCS reinforcement meas-
ure in order to avoid the non-respect of the signaling by the driver. Furthermore, this safety 
measure covers the provisional context aspect in this scenario. Consequently, its deploy-
ment provides the multi-view assessment aspect in terms of safety improvement, human error 
mitigation and automation of this task in order to ensure performance. Moreover, the device 
deployment may be considered as a tailor-made solution especially in the case of accidents 
due to human errors and climatic conditions. Nevertheless, it requires a high cost of deploy-
ment, in particular on high traffic lines, and hence a high cost of maintenance. However, this 
safety measure seems to be efficient in terms of the risk occurrence probability compared to 
human factors and reliability analysis. Since this study does not aim to assess human factors 
[22], it is interesting to consider it in future works in order to have a thorough qualitative 
and quantitative safety analyses. Then, a tool-based methodology will be proposed in future 
works in order to develop safety rules dynamically and justify the pattern regarding design 
constraints.

From an RE perspective, there are two sub-goals of safety improvement in this scenario: 
safety of the rolling stock traffic and safety of agents and passengers. In order to satisfy these 
sub-goals, there are two sub-measures to be considered, respectively: a crocodile transmit-
ting a signal on-board for an emergency stop and also suspend the traffic of commercial 
trains when there is a works train in the area. Consequently, the proposed safety measures are 
related, respectively, to a specific provisional context and precondition. This interpretation 
is introduced in order to illustrate the proposed approach. The safety measure development 
based on Or-BAC is illustrated by the UML object diagram in Fig. 6. Then, it is important to 
consider another aspect of the safety rule definition into an organization and the role assign-
ment process to actors considering a specific scenario. Indeed, it provides a shared view of 
the design model between actors in order to avoid the partial system view and the impacts 
they may cause. This aspect is important in the requirement elicitation process since it pro-
vides a consistent and a complete requirement specification.

The second challenge of the present study is the requirement’s traceability in order 
to ensure the coherence in terms of the requirement’s interactions and consequently 
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the reliability of the system. For this purpose, the SysML-based requirement diagram 
is defined. Moreover, several requirement relationships can be specified and a trace of 
requirement’s evolution can be stored. A particular focus is put on the mechanism of inter-
actions between existing requirements and integrated requirements. Figure 7 shows the 
several relationships between requirements expressed with a high level of abstraction. The 
new safety requirement is integrated into the requirement’s package model. OCL con-
straints are included in the requirement diagram in order to constrain relations between 
requirements. For instance, the ‘lead to emergency stop’ requirement is performed if the 
crossing of a dangerous signal is true. Finally, the requirement model is validated and the 
system performance is ensured.

In this study, this issue is considered for the illustration purpose to improve the effective-
ness of the proposed methodology. Nevertheless, it will be based on dynamic tools in order 
to ensure the traceability management. This gap is the subject of future work. The require-
ment diagram shows that relations between requirements are improved and the traceability 
management is performed. Moreover, it improves the choice of the proposed safety measure 
and the requirement coherence and consistency.

The RE aspect considered in this study aims to ensure the consistency of the requirement 
package model from the first design stages. Moreover, it is primordial to consider it in the 
requirement elicitation process specially to enhance the requirement quality. That can be 

Figure 6:  Safety rule illustration: UML object diagram.

Figure 7:  SysML requirement diagram with integrated safety requirement.
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done through documenting interrelationships among requirements after brainstorming pro-
cesses and use case models. In future work, requirement ontologies based on upper ontolo-
gies will be proposed in order to have non-ambiguous, structured and traceable requirements.

RELATED WORK & DISCUSSION
In the field of SE processes, the best practices are supported by a wide theoretical and techni-
cal documentation. The integration of the dysfunctional analysis or safety concerns in gen-
eral-purpose modeling processes is a big challenge that has been explored in many directions. 
In this paper, we focus on previous works which are receiving specific attention in the SE 
community.

In [16], Cancila et al. proposed a UML profile to integrate some safety concerns in SE 
processes. This modeling language allows the risk analysis and defines automatically some 
safety attributes such as the SIL. Feiler et al. [23] proposed a framework to model the error 
state propagation in a hierarchical architecture. They demonstrate that error propagation may 
occur at the components level, at the hardware level and between the hardware and com-
ponents. In order to limit or avoid the error propagation, the authors define adapted filters 
(guards), for example, between the interconnection of components. For the same purpose, 
some industries and academics defined an architecture description language called EAST-
ADL [24] in order to specify component-based software infrastructures in automotive appli-
cations. In [25], the authors proposed a meta-model using UML class diagrams and OCL con-
straints to integrate safety concerns into SE processes. In addition, they defined redundancy 
policies to update the dynamical allocation of functions caused by dysfunctional events. 
In their paper [26], Guillerm et al. describe a method for declining safety requirements of 
complex systems. In their study, the refinement of requirements is a necessary step aiming 
to treat the safety ones and to achieve their integration. In [27], the authors proposed an 
approach to integrate safety requirements into the design process based on SysML. In order 
to maintain safety standards, the triplet requirement models, solution models and validation 
and verification (V&V) models are isolated. For this purpose, a SysML profile respecting 
safety standards called Requirement Profile for MeMVaTEX (RPM) was developed. In this 
work, traceability is assured between requirement models, between requirement and solution 
models and between requirement and V&V models by using their properties. However, only 
integration of safety requirements is considered in this work, but safety analysis techniques 
(from which safety requirements are derived) are performed separately. Table 1 summarizes 
the comparative discussion mentioned above based on the main contributions:

•	 (a) Taking into account the SE processes

•	 (b) Performing safety analysis methods jointly with design

•	 (c) Considering traceability of requirements

•	 (d) Developing safety rules based on control access models

However, these works do not consider the requirement traceability after the integration of 
safety requirements in the system architecture design. Then, none of them take into account 
the safety rule development based on control access models from IS and provide the analogy 
between domains. Hence, they did not employ a clear methodology or a predefined model 
to define safety rules for a specific scenario. Moreover, the dynamic and traceable aspect of 
requirements among this process is not considered in most studies. In this paper, we propose 
a methodology based on Or-BAC model of safety requirements to fill these gaps.
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CONCLUSION AND OUTLOOKS
The aim of this study is the integration of dysfunctional analysis into the railway system 
design and the formalization of the safety reasoning. This paper presents an MBSE methodol-
ogy to take into account safety analysis as early as possible during the design phases. Then, it 
is illustrated by a real accident scenario of Saint-Romain-En-Gier in France in order to high-
light the criticality of safety-related information, in particular, the context concept. Moreover, 
the present study considers the safety rule development process based on the Or-BAC model 
which is normally used for the IS security. From this point of view, a design model of safety 
rules is proposed based on the Or-BAC concepts and reinterpreted for railway application 
from the safety perspective. Besides, the RE aspect is considered for the purpose of ensuring 
the requirement traceability. Consequently, safety rules derived from the dysfunctional analy-
sis are expressed with a high level of abstraction and may be integrated into the design model.

The real accident scenario considered in this paper shows that the proposed approach 
is able to manage the design and safety-related decisions. Then, the proposed formalism is 
relevant in order to deal with the criticality of this task. Furthermore, the ERTMS ontology is 
proposed for the purpose of providing a structured representation of the system and a better 
tool management of its failures. Indeed, the proposed system ontology may be considered 
to ensure the interoperability between ontologies and then to provide a multi-view modeling 
between actors. This step will be the subject of future publication.

Nevertheless, the present study did not consider the interoperability between knowledge 
domains such as the railway domain, the GORE and Or-BAC through the matching between 
related concepts. Furthermore, there is a need to define a shared conceptual model in order 
to ensure the information management conceptualization and to provide a consistent model. 
Then, dysfunctional analysis is still dependent on dynamic system models such as sequence 
diagrams and automata in order to analyze the system behavior. However, these models may 
not be obtainable from the first design stages. Moreover, the requirement traceability needs to 
be performed through an enhanced tool in order to improve the requirement quality and avoid 
inconsistency issues. Future works will consider the gaps mentioned above.

Therefore, one of the aims of future work will be the conceptualization of dysfunctional 
analysis based on foundational ontologies in order to tackle the criticality of this task for SCSs. 
This study will provide a consistent and structured conceptual model in order to perform 
dysfunctional analysis independently from dynamic models representing system behavior. 
Furthermore, the interpretation of dysfunctional analysis concepts will be provided in real-
world semantics in order to ensure the ontology reuse for other domains. The second chal-
lenge considered in future works is to provide a conceptualization of safety rule development 

 a) b) c) d) 

Cancila * *

Feiler * *

Piriou * *

Guillerm * *
Dubois * * *

Table 1:  Comparative study.
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based on upper ontologies in order to ensure the interoperability with Or-BAC concepts and 
GORE concepts. The proposed structured representation will manage the requirement elici-
tation process. It will also ensure the requirement traceability to deal with the dynamic and 
changing requirements among the dysfunctional analysis process from the first design steps. 
Furthermore, the proposed requirement ontology may be used in other domains since it will 
be grounded in top-level ontologies.
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