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Color image may be secret or holding secret data, also secret messages may be so 

confidential. To protect these data, we have to use a simple and efficient method. In this 

research a method of data encryption-decryption will be presented. The suggested method 

will use a complicated PK to apply image encryption/decryption using XORing operation, 

the used image key will be reordered using a secret ordering sequence. Any modifications 

made to the PK during the decryption process will be regarded as a hacking attempt and 

result in corrupted decrypted data; hence, the encryption and decryption processes must 

employ the same secret information. The PK will provide an enormous key space that could 

resist any type of hacking attempts. The suggested method will be tested and the obtained 

results will be compared with those of DES and AES, the throughputs and speedup will be 

calculated. It will be shown how easily we can use encrypt decrypt color images with any 

size using a fix image key, and it will be shown how the suggested method maintain 

desirable values of MSE and PSNR parameters. 
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1. INTRODUCTION

The process of encrypting and decrypting data [1, 2] is an 

important process in order to protect confidential text 

messages or protect digital images from tampering with 

intruders by not enabling them to understand confidential data 

[3, 4]. 

Most encryption operations depend on the use of a private 

secret key [5-7], as this key is used in the process of executing 

some specific operations on the secret data to generate 

destructive and incomprehensible data [8, 9] as shown in the 

Figure 1. In order to generate data that is similar to the original 

secret data without ever losing any data or any part of it, the 

decryption process is carried out using the specified operations 

on the secret key and the encrypted data [10-12]. 

Figure 1. Encryption-decryption process 

Confidential data is circulated, whether short messages, 

long messages or digital images that could be a personal nature 

or carry sensitive data through many different social media, 

which calls for preventing third parties from accessing and 

viewing this data [13-15].  

The majority of the approaches used today to protect 

sensitive data are based on DES and AES standard methods. 

Although DES is fast to encrypt and decrypt data, it lacks 

security due to the short length of the used public key, which 

makes it susceptible to hacking by outside attackers. The U.S. 

government selected AES as its symmetric block cipher 

because it was designed to be easy to implement in hardware 

and software, as well as in limited environments, and to give 

strong protections against a variety of attack. 

Jose et al. [16-18] introduced steganography methods of 

data hiding and extracting based on the least significant bit 

(LSB)] [17, 18]. The LSB technique was modified, and 

improved, to increase its level of protection [19]. LSB is an 

unsecure method of hiding secret messages, and the process of 

data hiding can be implemented by reserving 8 bytes of the 

holding image to store one character of the message. LSB 

requires the binary code of the character, and each bit of this 

code can be inserted in the least bit of the selected byte of the 

holding image. The benefits of using LSB-based approaches 

are low MSE and high PSNR [20], which make changes in the 

holding image difficult for the human eye to notice. 

Sivakumar and Venkatesan [21] suggested matrix 

reordering based method of color image encryption -

decryption with an average throughput. The security level and 

efficiency parameters of this method were increased, but a 

large amount of memory space was needed for the private 

secret key due to its size and complexity. Gao et al. [22] 

suggested method of image encryption on the base of a chaotic 

algorithm using the power and tangent functions rather than 

linear functions. In this method One-time-one-password 

encryption is used, which is more secure than the DES 

algorithm (although not secure enough). Additionally, it 

includes inefficient parameters that lead to slow encryption-

decryption process and low performance. Asymmetric color 

image encryption-decryption was realized using a matrix 

transformation; however, the throughput was low due to the 
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long encryption-decryption processes [23]. A method of image 

encryption method based on matrix decompositions is 

suggested, where the order and rank of the deconstructed 

components serve as unique key parameters [24]. Wang and 

Zhang [25] suggested a chaos-controlled poker shuffle 

operation based method of color image encryption-decryption. 

The drawback of both versions of this method was its poor 

throughput. 

Accordingly, any method can be adopted, provided that the 

following requirements are met: 

✓ In order to give a high level of data confidentiality and

protection the suggested technique must employ secret

key that is hard for hackers to penetrate [26].

✓ The quality factors values must be acceptable. MSE and

PSNR are factors that are used to evaluate the quality of

suggested method (see Eqns. (1) and (2)). If the data was

destructed then the calculated value of MSE for the

original and encrypted data must be very high, whereas

PSNR should be very low (see Table 1). Calculated value

of MSE for original and decrypted data should equal zero,

whereas PSNR must be infinite [27, 28].

✓ The suggested method must be effective by reducing

encryption decryption times and increasing method

throughput. (bytes manipulated in second) [29-31].

✓ The suggested method should be easy to implement.

Table 1. Quality factors 

Original Encrypted Decrypted 

MSE PSNR MSE PSNR MSE PSNR 

Original - - High Low Zero Infinite 

Encrypted High Low - - High Low 

Decrypted Zero Infinite High Low - - 

Digital color image is huge incubator of data, it represents a 

set of three bytes, where each of byte carries the information 

about the red, green and blue colors (RGB), producing a total 

of 24 bits per pixel in the source imager. So the image may be 

represented by 3 dimensions for red, green, and blue as 

illustrated in Figure 2. 

The color image may be easily employed as PK, this key is 

simple to manipulate. The key preprocessing in this research 

will focus on image flipping and image resizing, these 

operations are explained in the Figures 3, 4, and 5. 

In our proposed method we will use the reordering sequence, 

this sequence contains 3 parameters with values 1 or 2, 1 

means that the color matrix flipped row-wise down, 2 means 

the color matrix is flipped column wise left to right (for 

example the sequence 1 2 2 means: red color is flipped row-

wise, green color is flipped column wise, blue color is flipped 

column wise, Figure 6 shows how a color image is reordered 

using the sequence. 

Figure 2. Color image representation 

Figure 3. Image flipping 

Figure 4. Image resizing to meet the message length 

Figure 5. Image resizing to meet another message size 

MSE between S and R, n: message length 

𝑀𝑆𝐸𝑆𝑅 =  
1

𝑁
 ∑[𝑆(𝑗) − 𝑅(𝑗)]2 , 𝑁 = 𝑛

𝑛−1

𝑗=0

(1) 

𝑃𝑆𝑁𝑅𝑆𝑅 = 10 × log10

(𝑀𝐴𝑋𝑗)2

𝑀𝑆𝐸𝑆𝑅

(2) 
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Figure 6. Using reordering sequence 

2. THE NEW SUGGESTED METHOD

The new suggested method provides a special PK which 

includes the image-key (which must be kept confidential and 

without transmission) and the reordering sequence, By using 

this PK we can apply encryption process as shown in Figure 7, 

and decryption process as shown in Figure 8: 

Figure 7. Proposed encryption phase 

Figure 8. Proposed decryption phase (example) 

The encryption process could be implemented by 

performing the following steps (an example is shown in Figure 

7): 

Step 1: Select the image_key. 

Implantation of this step using mat lab operation is: 

𝒂 = 𝒊𝒎𝒓𝒆𝒂𝒅(′𝒑𝒆𝒑𝒑𝒆𝒓𝒔. 𝒑𝒏𝒈′);

Step 2: Select the reordering sequence. 

Implantation of this step using mat lab operation is: 

𝒌𝟏 = 𝟐; 𝒌𝟐 = 𝟏; 𝒌𝟑 = 𝟐; 

Step3: Reorder the image_key using the selected sequence. 

Implantation of this step using mat lab operation is: 

𝒃(: , : , 𝟏) = 𝒇𝒍𝒊𝒑𝒅𝒊𝒎(𝒂(: , : , 𝟏), 𝒌𝟏); 
𝒃(: , : , 𝟐) = 𝒇𝒍𝒊𝒑𝒅𝒊𝒎(𝒂(: , : , 𝟐), 𝒌𝟐); 
𝒃(: , : , 𝟑) = 𝒇𝒍𝒊𝒑𝒅𝒊𝒎(𝒂(: , : , 𝟑), 𝒌𝟑); 
𝒌 = 𝒃(: , : , 𝟐); 

Step 4: Get the data to be encrypted (message or color 

image). 

Implantation of this step using mat lab operation is: 

𝒎𝒆𝒔 = ′𝑫𝒂𝒕𝒂 𝒄𝒓𝒚𝒑𝒕𝒐𝒈𝒓𝒂𝒑𝒉𝒚′ 
𝒎𝒆𝒔𝟏 = 𝒖𝒏𝒊𝒕𝟖(𝒎𝒆𝒔); 

𝑳 = 𝒍𝒆𝒏𝒈𝒕𝒉(𝒎𝒆𝒔); 

Step 5: Resize the reordered image_key to meet the data size. 

Implantation of this step using mat lab operation is: 

𝒌𝒆𝒚 = 𝒊𝒎𝒓𝒆𝒔𝒊𝒛𝒆(𝒌, [𝟏, 𝑳]); 

Step 6: Get the encrypted data by apply XORing using the 

data and the resized key. 

Implantation of this step using mat lab operation is: 

𝒆𝒏𝒄𝒎 = 𝒃𝒊𝒕𝒙𝒐𝒓(𝒌𝒆𝒚, 𝒎𝒆𝒔𝟏); 
𝒎𝒆𝒔𝒆𝒏 = 𝒄𝒉𝒂𝒓(𝒆𝒏𝒄𝒎) 

In Figure 7, shown an example of implementation 

encryption process. 

The decryption process may apply in similar sequence by 

performing the following steps (an example is shown in Figure 

8): 

Step 1: Get the image_key. 

Step 2: Get the reordering sequence. 

Step3: Reorder the image_key using the selected sequence. 

Step 4: Get the encrypted data (message or color image). 

Step 5: Resize the reordered image_key to meet the data size. 

Step 6: Get the decrypted data by apply XORing using the 

encrypted data and the resized key. 

In Figure 8, shown an example of implementation 

decryption phase. 

3. IMPLEMENTATION AND EXPERIMENTAL 

RESULTS

To study the practical result of suggested method, messages 

of various lengths were processed by developed software 

programs. Table 2 shows the output values of MSE, PSNR, 

and encryption time for messages of different length.  

As seen in Table 2, the suggested method provides a good 

result when message encryption decryption processes, the 

result of the quality parameters is as recommended and the 

encryption time is significant small and for short and long 

messages. Figure 9 shows the curve that relates the encryption 

(decryption) time and the message length, while Figure 10 

shows an example of output images. 
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Table 2. Messages cryptography results 

Message 

length 

character) 

MSE PSNR Encryption 

decryption) time 

(second) 

100 4.6739e+003 26.3278 0.044000 

200 4.4804e+003 26.6721 0.045000 

400 4.8404e+003 25.9777 0.045200 

800 5.5147e+003 24.6735 0.046000 

1600 4.8409e+003 25.9767 0.046300 

3200 5.1740e+003 25.3113 0.047000 

6400 5.0713e+003 25.5117 0.047700 

10000 4.9826e+003 25.6882 0.048000 

20000 5.0304e+003 25.5927 0.048400 

50000 5.0717e+003 25.5109 0.049000 

100000 5.0254e+003 25.6026 0.051000 

Figure 9. Relation between encryption time and message 

length 

Figure 10. Output images (example of image 

encryption/decryption) 

The results of comparisons between the suggested method 

and standard method DES and AES are shown in Table 3: 

As seen in Table 3, the suggested method is more 

productive by increasing the method throughput due to 

decreasing the encryption time. In comparison to DES and 

AES methods, our method has good speed up as noticed in 

Figure 11 and Table 4 (the method maintain the quality 

parameters values acceptable in encryption and decryption 

processes, see Table 6). 

Table 3. Comparisons results 

Message size DES AES Suggested 

20527 2 4 0.043000 

36002 4 6 0.044000 

45911 5 8 0.044300 

59852 7 11 0.045300 

69545 9 13 0.045400 

137325 17 26 0.047000 

158959 20 30 0.047900 

166364 21 31 0.048300 

191383 24 36 0.050700 

232398 30 44 0.051000 

Average 

time 

14 21 0.0467 

Bytes/sec 7987.9 5325.2 2394600 

Figure 11. Encryption time comparisons 

Table 4. Method speed up 

Speedup 1 with 

2=time 2/time 1 

DES AES Suggested 

DES 1 1.5000 0.0033 

AES 0.6667 1 0.0022 

Proposed 299.7859 449.6788 1 

Table 5. Differences between the three methods 

Feature DES AES Suggested 

Data block 

size 

64 64 Text size 

PK length 56 128, 192, or 

256 

Image key 

size+ 

ordering 

sequence+ 

color number 

Principle Feistel Cipher substitution 

and 

permutation 

Image 

selecting, 

reordering, 

resizing 

Rounds 14 16 No rounds 

Operation Expansion 

Permutation, 

Xor, S-box, 

P-box, Xor

and Swap

Sub bytes, 

Shift rows, 

Mix columns, 

Add round 

keys 

Reordering, 

resizing, 

XORing 

Security Low High Very high 

Speed slow slow Very fast 

Image 

encryption 

Difficult Difficult Very easy 

Simplicity Not simple Not simple Very simple 
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Table 6. Image key size=1071x1600x3=5140800 byte 

Image to be encrypted size (byte) MSE PSNR Encryption (decryption) time (second) 

150849 5.9042e+003 23.9911 0.062000 

77976 5.8934e+003 24.0093 0.060000 

518400 4.6121e+004 10.3318 0.064000 

4326210 6.8828e+005 3.3519 0.096000 

122265 6.1142e+003 23.6415 0.061000 

151353 6.5574e+003 22.9418 0.062400 

150975 6.8631e+003 22.4861 0.062100 

1890000 2.0286e+005 5.7359 0.076000 

6119256 9.8454e+005 2.8464 0.109000 

Average=1.5008e+006 0.0725 

Throughput 1.5008e+006/0.0725=2.0701e+007 byte per second 

From the output results we can summarize the differences 

between the three methods as shown in Table 5. 

Our method can be easily applied for encryption and 

decryption of secret color images, keeping the method 

efficient and keeping the quality parameters as recommended 

as shown in Table 6. 

4. CONCLUSION

A method of data encryption and decryption was presented, 

and implemented for images and text messages. The new 

suggested method is very secure it employs image_key and 

reordering sequence as a private key, the key is so complicated 

that is difficult to hack. The experimental results showed that 

the suggested method is very easy and highly efficient and it 

has a reasonable speed up comparing with DES and AES 

method. The suggested technique satisfies all of the 

requirements for image quality by preserving appropriate MSE 

and PSNR values. The obtained experimental result values of 

MSE and PSNR showed that the encysted images or messages 

were totally destroyed and the decrypted images or messages 

were the same as originals, which satisfied the quality 

requirements of data encryption and decryption. The speed 

analysis of the obtained results showed that the new suggested 

method was highly efficient by increasing the throughput of 

data cryptography and it provided the speed up in comparison 

to other standard methods DES and AES. 
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