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 The “Evil twin” rogue access point is one of the most serious security threats to wireless 

LANs. To solve this problem, a practical approach has been proposed for detecting rogue 

access points using the received signal strength indicator (RSSI). First, a distributed 

architecture is presented, which consists of three network analyzers. Then, a cluster 

analysis of the RSSI vectors is performed to determine the attack. The coordinates of the 

centroids of clusters obtained were converted into the distance by using an empirical 

model of signal propagation under indoor conditions. The obtained distances are used to 

determine the localization of a rogue access point (RAP) using the trilateration method. 

Finally, we are conducting experiments to evaluate the performance of practical RAP 

detection. The results show that the proposed approach to detecting rogue access points 

can significantly reduce the frequency of false alarms, while providing an average 

localization error of 1.5m, which is quite acceptable for RAP localization in real indoor 

conditions. 
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1. INTRODUCTION 

 

With the evolution of wireless technology and the 

widespread use of mobile devices, wireless local area network 

(WLAN) has become an integral part of our daily lives. With 

the growing popularity of Wi-Fi networks, securing such a 

network is challenging. WLANs are becoming more and more 

vulnerable to dangerous attacks. One of the most serious 

threats to WLAN security in recent years is rogue access 

points, which violators use for espionage and attacks [1]. An 

open wireless transmission medium allows an attacker to 

easily detect the MAC addresses of other devices, which are 

usually used as unique identifiers for all nodes on the network. 

In addition, an attacker can use a spoofing attack to create and 

configure a rogue access point so-called “Evil Twin”. To do 

this, he forging the SSID and MAC address and also uses the 

same communication channel as the legitimate access point 

(LAP). By launching the “Evil Twin”, the attacker aims to 

connect legitimate users to it and gain access to confidential 

information [2]. Most client Wi-Fi devices are believed to 

automatically connect to the network whose ID they remember. 

In another situation, an attacker may can execute to a 

deauthentication attack [3], forcibly disconnecting the client 

from the LAP and further waiting for the client to connect to 

the RAP. Obviously, in this situation, an effective 

comprehensive approach is needed to detect a spoofing attack 

and localization of the rogue access point in order to disable it. 

Quite a lot of scientific research articles is devoted to the 

study of the attacks that use rogue access points in WLAN and 

methods of their detection. However, this problem still today 

remains largely open due to certain shortcomings of the 

proposed solutions. We cannot cover the full scope of works 

in this section, so we give a brief explanation of the different 

RAP detection strategies and then indicate the works most 

closely related to our work. A detailed analysis and 

classification of existing methods for detecting rogue AP was 

considered by Alotaibi and Elleithy [4]. 

Methods based on monitoring network parameters [5] and 

unique access point identifiers (SSID, BSSID, IP-address) [6, 

7] cannot be considered reliable because an attacker can 

launch a reconnaissance attack before launching a spoofing 

attack. Having defined network parameters and identifiers, he 

forges them, accordingly avoiding detection. 

On the other hand, some papers [8-11] have been proposed 

time-based solutions. The basic idea is that a rogue access 

point relays traffic through legitimate access point, and 

because of this, there will be additional delay when connecting 

to a rogue access point. Time-based solutions are also not 

reliable, because in a WLAN with a high traffic load, various 

delays are possible due to interference and collisions. An 

attacker can also avoid detection by providing private 

connection, avoiding the effect of the delay caused by the 

additional transition. 

Other authors [12-15] used clock skew to detect rogue 

access points. Because clock skew is a unique property for 

each access point and is hard to fake, an access point with a 

different clock skew than the one specified in the database is 

defined as RAP. However, expanding the network 

infrastructure and adding new or replacement of existing APs 

will change the “fingerprint”, which in turn will require 

changes in the database. In this case, once recorded identifiers 

cannot be used for long-term detection. 

RSSI values can also be used to detect rogue access points. 

Wang et al. [16] proposed a mechanism for detecting 

unauthorized APs by analyzing RSSI from a specific SSID 

using a sliding window algorithm. However, the test revealed 
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so-called “blind areas”, i.e. places where the same RSSI values 

from two different access points were recorded. This 

significantly reduces the true positive RAP detection result 

when using a single monitoring node. The authors in this paper 

showed that more monitoring nodes is required for reliable 

RAP detection. Ahmadpour and Kabiri [17] presented a 

signature-based detection method using RSSI and a distributed 

set of measurement points. The method has proven to be 

sensitive to the distance between the attacker and the victim, 

that leads to low detection rates. In places with a strong 

shading effect, such as offices with rigid partitions, the 

accuracy was lower than in places such as empty halls, where 

the shading effect is much less. Experiments show that the 

greater the distance between the target and the monitoring 

node, the greater the loss of frames, which leads to a decrease 

in accuracy due to the omission of some frames that could have 

been sent by an attacker. Wu et al. [18] proposed an approach 

PRAPD to detect rogue access points based on RSSI. The 

authors presented a scheme of data pre-processing to eliminate 

missing values in the collected RSSI vectors by filling, 

filtering and averaging data. The k-medoid algorithm was then 

used to perform cluster analysis of RSSI vectors, and a 

distance measurement method was proposed that dynamically 

uses partial components in RSSI vectors to minimize distance 

deviation caused by missed values. This approach requires 

additional sniffers, and complicates the processing of 

multidimensional RSSI data. 

Although there are many proposed approaches, they do not 

completely solve the problem of protecting WLAN from 

attacks RAP, as they focus on detecting the very fact of the 

attack and at the same time do not offer solutions for 

determining the location of RAP. Therefore, together with this, 

we have considered the works related to this article, based on 

RSSI, and which allows to determine the attack and at the same 

time the location of RAP indoors. Such works are [19, 20] in 

which the authors proposed a method using spatial correlation 

of RSSI to detect attacks and localization of spoofing node, 

performing cluster analysis of RSSI. In their work, the authors 

showed that the positions of attackers can be determined with 

an average error of 10 feet, using localization algorithms, area-

based [21] and point-based, on the example of the RADAR 

algorithm [22]. 

In view of the above, in this work we seek to improve RAP 

detection methods based on RSSI spatial correlation. In this 

solution, we propose to use at least 3 distributed analyzers in 

different locations, which will significantly complicate the 

task of the attacker to remain unnoticed, and to convert the 

centroid coordinates of the obtained clusters of RSSI values 

into distance using the indoor radio-wave propagation model. 

 

 

2. METHODOLOGY 
 

2.1 Assumptions 

 

In this paper, we assume that: 

(1) Attacker is able to simulate configuration of a legitimate 

access point, including the SSID, BSSID, and others, 

implementing the “Evil Twin” attack.  

(2) The legitimate AP and the rogue AP are in the same area 

during the attack process, but their location is different 

because an unknown device located near the legitimate access 

point will easily attract the attention of network administrators.  

(3) “Evil Twin” can establish a connection using a 

legitimate access point that is already configured to provide 

Internet services, or “Evil Twin” can provide a private Internet 

connection that will allow it to overcome some existing time-

based attack detection methodologies. 

Therefore, the security strategy should identify and 

disconnect rogue access points as reliably as possible. 

In a “Evil Twin” attack with a BSSID spoofing, the LAP 

and RAP devices use the same ID to transmit data packets. 

Accordingly, RSSIs come from each individual node (LAP 

and RAP) and are mixed in the signal space. Since RSSI from 

the access point correlates with the distance in physical space, 

it seems possible to carry out the cluster analysis based on the 

spatial correlation of RSSI [19]. The signal level of the 

received frame, which is measured on several analyzers, can 

be represented as a vector RSSI={RSSI1, RSSI2, ... RSSIN}, 

where N –is the number of analyzers (sniffers) which capture 

network frames and collect RSSI values, as shown in Figure 1. 

 

 
 

Figure 1. Collecting RSSI values by network analyzers 

 

In the absence of an attack, the RSSI values come from the 

LAP from the same physical location, which will form a 

sequence of vectors, close to each other, oscillating around the 

middle vector. At the time when an attacker launches an attack, 

RSSI values from different locations should eventually form 

different clusters (LAP and RAP respectively) in N-

dimensional space. This assumption is illustrated in Figure 2, 

which presents RSSI vectors received by three sniffers (N = 3) 

from one AP and two APs (at different physical locations).  

 
(a) two access points located in different physical locations 
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(b) one access point 

 

Figure 2. Distribution of RSSI values in the 3D space 

 

In this case, it is possible to determine centroids of clusters 

obtained and the distance between them, based on which the 

attack can be detected. Additionally, the mean of all points 

belonging to a given cluster in N-dimensional space (centroids) 

can be used to localize RAP [20]. 

 

2.2 RAP detection and localization method 

 

Thus, it is possible to implement an attack detector that uses 

as a parameter of observation the RSSI value. 

Let's outline the main stages of attack detection: 

(1) RSSI aggregation. 

(2) Division RSSI values into 2 clusters. 

(3) Determination of the distance between two centroids as 

an attack detection parameter. 

(4) Rogue access point localization. 

The block diagram of the k-means clustering algorithm is 

shown in Figure 4. 

 

2.2.1 RSSI aggregation 

In order to aggregate the RSSI values obtained by the 

analyzers, it is proposed to use the timestamp from the beacon 

frame [18]. 

From the structure of the beacon frame [23] in Figure 3 it 

can be seen that there is a timestamp field. The timestamp will 

be inserted in this field when the frame is ready to send, and 

the timestamp can be used to aggregate the RSSI values 

collected by multiple analyzers. 

RSSI values can be obtained by a network traffic analyzer 

program from the Radiotap header of captured frames using 

the pcap library. We use the Wireshark program [24] and 

identify the frames by filtering on the MAC address of the AP. 
 

 
 

Figure 3. Structure of fixed fields in the beacon frame 

 

 
 

Figure 4. Block diagram of the k-means algorithm 
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2.2.2 Division of RSSI values into 2 clusters 

For the procedure of clustering RSSI sequences from “Evil 

Twin” and LAP, the classic algorithm of uncontrolled hard 

partitioning into k-means clusters is suitable. K-means was 

proposed by MacQueen J in 1967 and belongs to the distance-

based clustering algorithm [25]. 

The goal is to find k clusters of data based on the objective 

function J specified in the equation: 

 

𝐽 = ∑∑‖𝑋𝑖
(𝑗)

− 𝐶𝑗‖
2
,

𝑛

𝑖=1

𝑘

𝑗=1

 (1) 

 

where, ‖𝑋𝑖
(𝑗)

− 𝐶𝑗‖
2
 – a measure of the distance between the 

i-th data point and the j-th center of the cluster; n – is the total 

number of data points. 

The main idea of the k-means algorithm is to represent each 

cluster by its average value, i.e. the centroid, and to minimize 

the objective function (1). For this  

(1) From the initial set of points, k-points (centroids) are 

randomly selected.  

(2) Points are distributed across clusters by determining the 

distance between the data point and the centroids (the point is 

assigned to the closest centroid).  

(3) Finding the new position of the centroids as the average 

of all points belonging to the cluster.  

(4) Executing (2) and (3) until the centroids stop changing 

their position or to a certain threshold of changing the position 

of the centroids. 

Thus, the RAP attack can be detected based on the distance 

between the two centroids of the obtained clusters. 

 

2.2.3 The distance between two centroids as an attack 

detection parameter 

As mentioned, under normal conditions, RSSI values 

coming from one physical AP location are usually not subject 

to significant fluctuations, so the centroids should be close to 

each other. However, during an attack, there is more than one 

node with different locations in physical space that use the 

same ID. As a result, clusters with a large centroid spacing 

associated with different locations in the physical space of the 

access points will be formed in the signal space. 

 

𝐷 = ‖𝐶𝒊 − 𝐶𝒋‖, (2) 

 

where, 𝐷 – the distance between the centroids of the obtained 

clusters.  

A RSSI anomaly will be registered only if the distance 

between the centroids is greater than the set threshold.  

Eq. (3) determines the condition under which the spoofing 

attack is detect. 

 

∆≤ 𝐷, (3) 

 

where,  - attack detection threshold. 

Properly selected threshold Δ will allow minimize false-

alarm of the attack detector. The detection threshold Δ will be 

determined empirically in the following sections. 

 

2.2.4 Rogue access point localization 

If the fact of attack is established, then the next logical step 

is to localize the rogue AP. 

In our work, we use the lateration-based method to estimate 

the position of RAP [26]. It is based on the calculation of the 

distances di between the desired access point and N analyzers 

with known coordinates and the subsequent solution of the 

system of nonlinear equations. When N=3 (minimum number), 

this method is also known as trilateration. 

The RAP coordinates are proposed to be determined 

according to the trilateration algorithm, based on the centroids 

of the obtained clusters, Figure 5. 

 

 
 

Figure 5. Stages of determining RAP coordinates 

 

Figure 6 illustrates the trilateration method. The points S1(𝑥1, 

𝑦1), S2(𝑥2, 𝑦2) and S3(𝑥3, 𝑦3) are sniffers (reference nodes), and 

the point at the intersection of the three circles is the location 

of the sought-for node. The distances from the sought-for point 

to the reference nodes are d1, d2 і d3. 

 

 
 

Figure 6. Geometric interpretation of the trilateration method 

 

The location of AP can be determined by solving the 

following system of quadratic equations [27]: 

 

{

(𝑥 − 𝑥1)
2 + (𝑦 − 𝑦1)

2 = 𝑑1
2

(𝑥 − 𝑥2)
2 + (𝑦 − 𝑦2)

2 = 𝑑2
2

(𝑥 − 𝑥3)
2 + (𝑦 − 𝑦3)

2 = 𝑑3
2

 , (4) 

 

where, x1, x2, x3, y1, y2, y3 – coordinates of reference nodes 

(sniffers); d1, d2, d3 – calculated distances.  

Simplifying the system of quadratic Eq. (4), one can obtain 

 
2(𝑥2 − 𝑥1)𝑥 + 2(𝑦2 − 𝑦1)𝑦

= (𝑑1
2 − 𝑑2

2) − (𝑥1
2 − 𝑥2

2) − (𝑦1
2 − 𝑦2

2)

2(𝑥3 − 𝑥1)𝑥 + 2(𝑦3 − 𝑦1)𝑦

= (𝑑1
2 − 𝑑3

2) − (𝑥1
2 − 𝑥3

2) − (𝑦1
2 − 𝑦3

2)

 (5) 

 

The X and Y coordinates are found by solving Eq. (5) using 

Cramer's rule. 

 

𝑋 = 

|
(𝑑1

2 − 𝑑2
2) − (𝑥1

2 − 𝑥2
2) − (𝑦1

2 − 𝑦2
2) 2(𝑦2 − 𝑦1)

(𝑑1
2 − 𝑑3

2) − (𝑥1
2 − 𝑥3

2) − (𝑦1
2 − 𝑦3

2) 2(𝑦3 − 𝑦1)
|

|
2(𝑥2 − 𝑥1) 2(𝑦2 − 𝑦1)

2(𝑥3 − 𝑥1) 2(𝑦3 − 𝑦1)
|

 
(6) 

Centroid position 
RSSI1, RSSI2, RRSI3 

Converting 

RSSIi → di 

Trilateration 

(x, y) 

S1(𝑥1, 𝑦1) 

S3(𝑥3, 𝑦3) 

S2(𝑥2, 𝑦2) 

d1 

d3 

 d2 
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𝑌 = 

|
2(𝑥2 − 𝑥1) (𝑑1

2 − 𝑑2
2) − (𝑥1

2 − 𝑥2
2) − (𝑦1

2 − 𝑦2
2)

2(𝑥3 − 𝑥1) (𝑑1
2 − 𝑑3

2) − (𝑥1
2 − 𝑥3

2) − (𝑦1
2 − 𝑦3

2)
|

|
2(𝑥2 − 𝑥1) 2(𝑦2 − 𝑦1)

2(𝑥3 − 𝑥1) 2(𝑦3 − 𝑦1)
|

 
(7) 

 

We consider the situation when LAP and RAP are located 

indoors. This is a realistic situation and more complex in terms 

of determining the location of RAP by finding a mathematical 

relationship between the value of RSSI and distance and 

choosing the appropriate model of radio wave propagation. 

The trilateration method involves the conversion of fixed 

RSSI values into distance [28]. The relationship between the 

received signal strength and the distance can be determined 

according to the Friis transmission equation [29] as 

 

𝑃𝑟 = 𝑃𝑡
𝐺𝑡𝐺𝑟𝜆

2

(4𝜋)2𝑑𝑛
, (8) 

 

where, Gt – transmitter antenna gain; Gr – receiver antenna 

gain; Pt – transmitter power, W; Pr – power received by a 

receiving antenna, W; d – distance between the transmitting 

and receiving antennas, m; n – loss factor of signal propagation 

medium (for free space n=2).  

The relationship between signal strength, measured in dBm 

and mW, is defined as 

 

𝑃𝑑𝐵𝑚 = 10𝑙𝑜𝑔10(𝑃𝑚𝑊) (9) 

 

It should be noted that the Friis equation can be applied only 

under ideal conditions i.e., when propagating radio waves in 

free space. The problem considered in the article involves 

determining the position of the object indoors, so in our case 

the results of converting the value of the signal level into 

distance using the Friis equation for free space will not be 

accurate.  

The reason for the error that will occur during localization 

is that the signal strength from AP may be affected by various 

factors, such as  

(1) Reflection from walls and floor. 

(2) Diffraction, scattering and absorption of radio waves 

by materials of walls, doors, partitions and other 

structural elements of the building. 

(3) Multipath signal reception. 

Substituting expression (8) in (9), we obtain a relation that 

is a logarithmic model of signal propagation with averaged 

interference, One slope [30] 

 

𝑃𝑟(𝑑) = 𝑃0 − 10𝑛𝑙𝑜𝑔10(𝑑), (10) 

 

where, 𝑃0 = 10𝑙𝑜𝑔10 [𝑃𝑡𝐺𝑡𝐺𝑟 (
𝜆

4𝜋
)
2

]– power of the received 

signal at a distance d=1m; Pr(d) – power of the received signal 

on the track for the actual distance d. 

The relationship between the distance di in different 

positions and RSSIi can be determined as follows: 

 

𝑅𝑆𝑆𝐼𝑖 = −10𝑛𝑙𝑜𝑔10𝑑𝑖 + 𝐴, (11) 

 

where, A=P0.  

Consequently, the distance di 

 

 

𝑑𝑖 = 10
(
𝐴−𝑅𝑆𝑆𝐼𝑖
10𝑛

)
 (12) 

 

To bring (12) in accordance with the relationship between 

RSSI and the distance inside particular building, it is necessary 

to refine the signal propagation model. The values of both A 

and n must be found empirically. The easiest way to find the 

relationship between RSSI and the distance from transmitter 

to receiver is to collect RSSI data at points with known 

coordinates. 

Experimental data were obtained during measurements 

conducted at the National University “Zaporizhzhia 

Polytechnic” at the Department of Information Security. On 

the floor there are laboratories separated by walls, in each of 

the laboratories there is electronic equipment, computers, 

furniture, etc. These factors, as well as the direction of the 

signal propagation line, affect the signal propagation and its 

level. The measurement procedure was performed from 

different directions. 

The floor plan of the building on which the measurements 

were taken is shown in Figure 7. 

 

 
 

Figure 7. Building floor plan  

 

On the scheme, access points are designated as AP. The 

crosses are the places of the received signal strength 

measurement. APs are set to 1 channel (2412 MHz).  

After collecting RSSI value at different distances (1 to 20m) 

from the two access points and performing a logarithmic 

approximation of the data in accordance with equation 12, we 

determined A and n (A = -25.86, n = 4.172), Figure 8. 

The same abscissa values of some points are explained by 

the fact that the distance from receiver to transmitter at these 

points is the same, but the obstacles in the signal path from 

transmitter to receiver are different, as a result, the values of 

signal loss at these points are also different. 

 

 
 

Figure 8. Dependence of the received signal strength on the 

distance 
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3. EXPERIMENTS AND ANALYSIS OF RESULTS 

 

Experimental results have presented to determine the 

threshold value of Δ and evaluate the effectiveness of the 

presented approach. 

The test Wi-Fi network is equipped with a wireless router 

that is LAP. To simulate an “Evil Twin” attack, we run a 

software-implemented RAP on Kali Linux-based laptop with 

a TL-WN722N wireless USB adapter. Netbooks with 

AWUS036ACH wireless USB adapters are used as network 

traffic analyzers to collect RSSI. Wireless sniffer interfaces are 

configured in monitoring mode for passive interception of 100 

beacon frames to receive RSSI. Next, the PC as a central server, 

combines the collected RSSI values, performs cluster analysis 

and in case of detection of an attack uses the method of 

trilateration to locate a rogue access point. Analyzers (sniffers 

S1, S2, S3) are placed within the protected object so that they 

can cover the protection areas as much as possible. 

 

3.1 The choice of detection threshold value  

 

Since k-means is an algorithm for uncontrolled hard 

partitioning into clusters, even in the absence of an attack, two 

clusters with their centroids will be formed, which will lead to 

false definition of the attack. 

In order to minimize false-alarm of the attack detector, it is 

necessary to determine empirically the threshold Δ. To decide 

on the choice of Δ let's use the following indicators:  

(1) False positives are alarms that occur when an algorithm 

mistakenly classifies a normal event as an attack.  

(2) False negatives - this is a situation where the detection 

algorithm cannot identify the attack and does not raise an 

alarm. 

Therefore, to determine the optimal value of the detector 

threshold, we determine false positives in the absence of attack 

and false negatives when RAP is present in the network. 

Choosing Δ is to find a compromise between false-positive 

and false-negative results for different thresholds. 

In experiments with the attack, we first place the RAP in 

close proximity to the LAP, i.e. at a distance of half a meter, 

and analyze the false-negative. The RAP was then placed at a 

distance of 1 meter and again data were collected for analysis. 

After analyzing the data obtained, Figure 9 shows a large 

number of false positives and the absence of false negative 

results at low thresholds, such as 5.3. The high level of false 

positives is associated with fluctuations in the signal level 

caused by the design features of the building and diffraction 

during the propagation of signals within it. As the threshold 

increase , the number of false negatives increase and the 

number of false positives to approach zero. If we raise the 

threshold  to 5.8, we will eliminate all false positives, but this 

threshold will lead to 20% of false negatives. 

Therefore, the choice of threshold should be a balance 

between the need to detect an attack and the allowable security 

risk. At =5.8 false negative results can be explained by the 

geographical proximity of the RAP and LAP, Figure 9 (a). But 

it should be noted that in our case (when using three analyzers) 

for the occurrence of false-negative results, the attacker must 

be located very close (less than 1m) to the LAP. Otherwise, 

D>>, which will lead to zero false negative results, i.e. the 

correct definition of the attack, Figure 9 (b). 

In our subsequent experiments at =5.8 and the distance of 

RAP from LAP at a distance of 1 m or more, there were no 

false-negative results, i.e. all attacks were successfully and 

accurately detected. 

 

 
(a) distance between LAP and RAP is 0.5m 

 
(b) distance between LAP and RAP 1.0m 

 

Figure 9. False positive and false negative rates for different 

thresholds according to the results of 5 measurements 

 

3.2 RAP localization 

 

Finally, we launch the “Evil Twin” attack in different 

positions and compare the calculated coordinates with the 

actual ones. 

The coordinates of the position of the LAP and analyzers 

are shown in Table 1 and shown on the floor plan, Figure 10. 

 

Table 1. Sniffers and LAP position 

 

Markers 
Position 

x (m) y (m) 

Sniffer 1 9.2 11.7 

Sniffer 2  18.1 4.2 

Sniffer 3  26.8 11.9 

LAP  13.7 4.2 

 

We performed three tests, placing the RAPs in different 

locations, marking them on the floor plan as Test 1,2,3 and 

making five measurements for each of them. 

The coordinates of the actual location of the RAP, the 

results of the calculated provisions, their average value and 

positioning errors are given in Table 2. The errors are the 

difference between the actual position and the calculated one. 
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Figure 10. Calculated RAP position results for Test 1,2,3 on 

the building’s floor plan 

 

Table 2. Localization results for five measurements of three 

different RAP positions 

 

Tests 

Actual 

position 

x,y (m) 

Predicted 

Position 

x,y (m) 

Error 

(m) 

Test 1 

RAP 
14.4, 6.7 

15.4,8.2 1.8 

15.7,7.5 1.53 

15.0,8.0 1.43 

15.8,8.0 1.91 

15.1,7.2 0.86 

Average Position  15.4,7.78 1.47 

Test 2 

RAP 
22.3, 12.1 

21.6,13.8 1.84 

21.7,14.0 1.99 

21.4,13.9 2.01 

22.2,13.1 1.0 

22.0,13.3 1.24 

Average Position  21.78,13.62 1.61 

Test 3 

RAP 
25.6, 3.4 

26.7,1.84 1.91 

26.6,2.3 1.49 

27.2,1.9 2.19 

26.0,3.3 0.41 

27.0,2.6 1.61 

Average Position  26.7,2.39 1.49 

 

In the RAP location tests, the trilateration algorithm gave 

very good results, with an average error of ~ 1.5m according 

to the results of five measurements. 

 

 

4. CONCLUSION 

 

In this paper, we aim to improve RAP detection methods 

based on RSSI spatial correlation. The proposed solution uses 

3 distributed analyzers, which significantly complicates the 

task of the attacker to remain undetected and at the same time 

allows additional localization of RAP. 

Our experimental results confirm the effectiveness of the k-

means method as an attack detector and a trilateration 

algorithm as a rogue AP localizer. The trilateration method is 

based on a geometric approach and shares the benefits of 

relatively low computational costs and ease of implementation. 

The method provides the accuracy of RAP localization up to 3 

meters depending on the characteristics of the environment, 

and the average localization error was about 1.5 meters. These 

error values are quite acceptable for localization of RAP in real 

indoor conditions. Such results were obtained due to an 

empirically refined indoor radio propagation model. Properly 

set attack detection threshold eliminates all false positives and 

false negatives results, provided that the RAP is at a distance 

of more than 1 meter from the LAP. 

Further research and efforts should be focused on 

developing an algorithm for localization in three-dimensional 

space indoors. 
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