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ABSTRACT. Cloud Computing innovation is exceptionally valuable in present everyday life, it 

utilizes the web and the focal remote servers to give and keep up information and in addition 

applications. Such applications thusly can be utilized by the end clients by means of the cloud 

correspondences with no establishment. Besides, the end clients' information records can be 

gotten to and controlled from some other PC utilizing the web administrations. In spite of the 

adaptability of information and application getting to and use that Cloud Computing conditions, 

there are numerous inquiries as yet coming up on the best way to pick up a confided in condition 

that shield information and applications in mists from programmers and interlopers. This paper 

reviews the "keys age" instrument and encryption/decoding calculations utilized in Cloud 

Computing conditions, We proposed new security mechanisms for Cloud Computing condition 

that considers the Quantum Key Allocation (QKA) and overcomes different security holes 

however much as could reasonably be expected.. 

RÉSUMÉ. L'innovation de l’informatique en nuage est exceptionnellement précieuse dans la vie 

quotidienne actuelle, elle utilise l’internet et les serveurs distants focaux pour donner et 

maintenir des informations et en plus des applications. De telles applications peuvent ainsi être 

utilisées par les clients finaux au moyen de correspondances dans le nuage sans établissement. 

En outre, les enregistrements d'informations des clients finaux peuvent être obtenus et contrôlés 

à partir d'autres ordinateurs personnels utilisant les administrations de l’internet. Malgré 

l’adaptabilité des informations et des applications d’utiliser les conditions de l’informatique 

en nuage, de nombreuses demandes de renseignements restent à venir sur la meilleure facon 

de détecter une situation confiante dans la protection des informations et des applications entre 

les programmeurs et les intrus. Cet article examine l'instrument "Keys Age " et les calculs de 

cryptage/décodage utilisés dans les conditions de l’informatique en nuage, nous avons proposé 

de nouveaux mécanismes de sécurité pour la condition Cloud Computing qui considère 

distribution de clé quantique (QKA) et surmonte différents trous de sécurité, mais autant que 

l'on pouvait raisonnablement s'y attendre. 

KEYWORDS: cloud computing, cloud encryption model, quantum key allocation 

MOTS-CLÉS: informatique en nuage, modèle de chiffrement en nuage, distribution de clé 

quantique 

DOI:10.3166/ISI.23.5.213-222 © 2018 Lavoisier 



214     ISI. Volume 23 – n° 5/2018 

 

1. Introduction  

The word, Cloud, itself is an allegory of Cloud. The idea of utilizing the word 

Cloud in registering world is to make it more sensible to clients with the end goal to 

coordinate the accessibility, openness, dependability, security and cost (Swathi, 2017). 

1. Because of the enhancement of cloud idea over other processing frameworks, 

inside a brief timeframe, cloud declinations has effortlessly come to all over the place 

and ended up dependable  

2. Cloud Computing give 3 sorts of administration arranged computing, I) 

Software As A Service (SaaS), ii) Infrastructure As A Service (IaaS), and iii) Platform 

As A Service (PaaS) give tremendous adaptability to customers. Customer can pick 

the appropriate administration for business. Regarding advancement temperament in 

cloud condition, it give 3 adaptability; open, private and hybrid; that upgrade 

engineer's work process.  

As Cloud Computing is accomplishing expanded fame, concerns are being 

communicated with respect to the security issues presented through acknowledgment 

of this new shape (Bhukya, 2016). The handiness and effectiveness of customary 

protection components are being rethought as the highlights of this new arrangement 

model can vary broadly from those of conventional designs. The other attitude toward 

the subject of cloud security is this is nevertheless another, albeit genuinely costly, an 

instance of "connected security" and that alike security morals that apply in aggregate 

multiuser centralized computer security models apply with cloud security. The overall 

security of Cloud Computing administrations is an antagonistic issue that might defer 

its acknowledgment (Kulshrestha, 2016). 

Physical control of the Private Cloud gear is more secure than having the hardware 

off site and under another person's control. Physical control and the capacity to 

outwardly inspect information connections and access ports is required with the end 

goal to verify that the information joins are not bargained. Issues notwithstanding the 

appropriation of Cloud Computing are expected in expansive part to the private and 

open areas' unease encompassing the outer administration of security-based 

administrations (Lakshman and Narayana, 2018). It is the specific nature ofcloud 

figuring based administrations, private or open, that advance outer administration of 

gave administrations. This conveys the extraordinary motivating force to Cloud 

Computing specialist organizations to organize assembling and keeping up solid 

administration of secure administrations. Security issues have been classified into 

delicate information get to, information isolation, protection, bug abuse, recuperation, 

responsibility, noxious insiders, the board comfort security, account control, and 

multitenancy issues (Subha, 2016).  

Quantum innovation fathoms one of the key difficulties in dispersed figuring. It 

can protect information security when clients cooperate with remote registering 

focuses (Jensen, 2009). Its capacity originated from the organization of the Quantum 

Cryptography or Quantum Key Allocation (QKA) components, which are considered 

as the specialty of the encryption/decoding process (Grobauer, 2010).  
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Through quantum channels, information is encoded dependent on arranged states 

known as photons. These photons are then sent as "keys" for encryption/decoding 

anchored messages. The upside of utilizing such photons in information transmission 

lays in the no-cloning hypothesis the quantum condition of a solitary photon can't be 

duplicated.  

 

Figure 1. Schematic of QKA 

We proposed new security design for Cloud Computing condition that considers 

the different security holes however much as could reasonably be expected.  

2. Literature survey  

Quantum innovation understands one of the key difficulties in dispersed 

registering. It can save information security when clients connect with remote 

processing focuses. Its capacity originated from the arrangement of the Quantum 

Cryptography or Quantum Key Allocation (QKA) components, which are considered 

as the specialty of the encryption/decoding process (Balachandra, 2009). Through 

quantum channels, information is encoded dependent on arranged states known as 

photons. These photons are then sent as "keys" for encryption/unscrambling anchored 

messages .  

Swathi et al. (2017) proposed a virtual private stockpiling administrations that 

would fulfill the standard requests (Confidentiality, honesty, Authentication .and so 

on.). The greater part of the requests are finished by scrambling the records put away 

in the cloud (Popovic, 2010). Be that as it may, such encryption prompts hardness in 

both the hunt forms through records and the coordinated effort process continuously 

altering.  

Rather than considering the dispersion key between two gatherings, we need to 

focus on what occurred on the off chance that it including in excess of two real 

gatherings. Validation is the imperative assignment to anchor the correspondence 

between clients (Steve, 2009). Client recognizable proof and the starting point of 

information is should be certified, in light of the fact that, if a pernicious client takes 

on the appearance of an authentic client, the key circulation plans and encryption plans 

will be effectively bargained.  

Bhukya et al. (2016). proposed augmentation depends on three gathering key 
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circulation convention and smartcard is utilized to store the long haul mystery keys. 

In their conspire, smartcard is utilized to keep the foes and it is expected that smartcard 

is never traded off (Clarke, 2009). So fundamentally the plan falls in a single factor 

class as two factor plans can be broken by trading off both the variables as it were. J. 

Han et al. attempted to merge various passwords and smartcard based properties and 

proposed two factor smartcard and secret key confirmation plot (Fowler, 2010).  

3. Proposed method  

We recognize the correspondence between every one of the mists customer and 

cloud supplier will be by means of channel. It is a basic issue to guarantee whether 

the channel is solid and have a suitable confirmation system. As we probably am 

aware, there is a potential peril that somebody will catch the information being 

perused, take on the appearance of one of your applications, and fill your framework 

with sham information. To adapt to this issue, we utilize the quantum key 

dissemination to make a scrambled channel between the server and the customer. At 

that point the information exchange will send through open channel.  

Key created by the QKA convention is to beused in a one-time cushion, it should 

be the length of the message. This implies the client of a QKA gadget will normally 

be keen on substantial keys to have the capacity to scramble his or her message, which 

results in the interest for a productive quantum key circulation conspire.  

Our plan is utilizing the QKA BB84 convention. As being notice prior BB84 

convention is the main realized quantum key conveyance plot, named after the first 

paper by Bennett and Brassard, distributed in 1984. It permits two gatherings; as 

standard tradition that Alice as sender and Bob as recipient, to build up a mystery 

shared key utilizing enraptured photons qbits. Eve is displayed as busybody. Be that 

as it may, in this paper we are presenting the utilization of QKA BB84 convention for 

multi client that could.  

The plan clarified beneath:  

(1) Alice begin with sending irregular succession of bits, |h〉-bits, |v〉-bits, | lcp〉-
bits, and | rcp〉-bits. Level bits speak to by |h and vertical speak to by |v  

(2) Weave will arbitrarily pick his identifier premise from +-premise or x-premise 

to quantify every piece.  

(3) At that point consequences of Bob's and Charlie's were estimated. From that 

point forward, the states are deciphered as a twofold succession.  

(4) Bob and Charlie need to pronounce his finder bases for every piece they get 

Alice educated Bob and Charlie which bases were right.  

(5) At long last, Alice,Bob, Charlie will have similar bits furthermore the plan will 

be summed up base on limited key length (r) and number of flag (N).  

The limit of limited key length (r) is relies upon the quantity of flag (N). The 

limited key length can be spoken to as r = S(M|X)- H(M|T ), where S(M|X) := S(X 
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M)- S(T) and H(M|X ) := H(MT )- H(X) are the restrictive von Neumann and Shannon 

entropies.In our examination it will include entropies to quantitatively describe issues 

in quantum data preparing and quantum cryptography. 

The key for this proposed confirmation of multiparty framework utilizing QKA 

convention. Consequently it will be dissected utilizing Entropy Measurement, for 

example, Shannon Entropy, Mutual Information and Von Neumann Entropy. This 

asymptotic limited key investigation will deliver least and most extreme entropy. The 

base and most extreme entropy will portray the likelihood of the busybody surmise 

the mystery key. This will mirror the likelihood or meddler to catch the mystery key. 

Least entropy characterized as condition (1) (2).  

                                     

The base entropy, min (M(X(T)))ɛ key a state ρ is generally characterized as an 

amplification of the min-entropy over an arrangement of states that are ε-near p. It 

measures what number of irregular bits that are autonomous of the memory E can be 

extricated from X. 

 

Figure 2. Correspondence cryptography with quantum instrument 

Cryptography as a Service (CaaS): Quantum Cryptography for Secure Cloud 

Computing Symmetric-key assurance can utilize either dissemination figures or 

maintain a strategic distance Flow figures ensured the figures (normally bytes) of a 

thought one at a brief span. Also, ii) Prevent figures take an extensive variety of things 

and secured them as an individual framework, bolster the plaintext with the goal that 

it is a few of the abstain from estimating. Stops of 64 things have been normally 

utilized. The Impressive Security Traditional (AES) prerequisites affirmed by NIST 

in Dec 2001 utilizations 128-piece avoids.  
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3.1. Asymmetric cryptography  

Lopsided cryptography or open key cryptography is Cryptography in which 

various key components is utilized to ensured and unscramble an email with the goal 

that it comes safely. At first, a framework customer gets a gathering alongside key a 

few from accreditations control. Whatever other customer who needs to give a 

legitimately anchored thought can get the built up beneficiary's gathering key from a 

gathering record. They utilize this key to secure the thought, and they give it to the 

recipient. At the point when the collector gets the thought, they unscramble it with 

their individual key, which nobody else ought to get associated with.  

3.2. Quantum cryptography's mechanism  

In quantum cryptography, the source gives a key to the collector, and this key can 

be utilized to decode any future points of interest that are to be sent. At the point when 

the key has been adequately sent and gained, the subsequent stage is to give 

legitimately anchored subtle elements to the collector and let it decode and process 

those points of interest. The key is the primary area of cryptography and ought to be 

sent in a much anchored way. Gigantic cryptographyhas an alternate method for 

giving the way to the collector. It utilizes photons to give a key. The proposed 

algorithm explains the process of communication from Cloud Service Provider CSP 

to the data owner. 

 

QKA is an incredible secure method in which all assignments are registered by 

quantum material science and figuring hypothesis. It isn't unadulterated numerical 

development yet it is a blend of customary cryptography, data hypothesis and quantum 

mechanics. QKA is the most essential stage in the proposed model that is explained 
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as the third confided in stage (TTP), it is dependable of key age, key administration 

and circulation. These keys used to encode the records or documents transferred from 

customer side dependent on symmetric encryption calculation (AES). In addition, it 

is considered as the center of the proposed model since it is difficult to be followed or 

hacked. In any case, it is anything but difficult to be utilized, easy to be kept up and 

explains the multifaceted nature of the computational structure that is related with the 

regular cryptography. 

4. Results  

From the outcome, it demonstrates our upgraded technique enhance the mistake 

rate. The bit mistake rate is very piece blunder partitioned by an aggregate number of 

exchanged bits amid a contemplated interim. This is because of any clamor, 

impedance, twisting or bit synchronization amid the transmission of the underlying 

key. The proposed method is compared with the existing methods in terms of Key 

computation time and the Proposed method exhibits better performance than the 

traditional methods. 

 

Figure 3. Key computation time comparison 

 

Figure 4. Key computation based on depth of tree 
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Figure 5. Security levels 

The key computation based on the depth of the tree is illustrated in the below 

Figure. 4. 

The security levels of the proposed method are compared with the existing method 

and the results show that the proposed method provides high security to the data in 

the cloud. The Figure 5 explains the security levels. 

5. Conclusion 

This paper presented another Cloud Computing condition, which proposed 

incorporates and conveys QKA method. Since any current Cloud Computing 

condition relies upon either QKA or AES calculations for encryption/unscrambling 

process which shield clients' information from hacking however much as could be 

expected. Our endeavor proposes QKA method  to produce more secured channels 

for information transmission. The encryption/unscrambling process based the half and 

half strategy will be done before the capacity and recovery stages and after the client 

verification stage. Our endeavor appreciates certain points of interest when contrasted 

and the others, particularly regarding the mystery enter age utilized in the 

encryption/unscrambling process, with the end goal that it (I) gives a more adaptable 

and anchored correspondence condition, (ii) enhances the execution of the 

encryption/decoding procedure, and (iii) bolsters more anchored information 

transmission process utilizing less computational time. It very well may be considered 

as the primary cloud condition that incorporates both the figure cloud passage and the 

QKA instruments. Later on expository and exact assessments will be done with the 

end goal to confirm the normal outcomes from the proposed condition. 



Secure key management in cloud environment     221 

Reference 

Baker S. A. (2008). Server virtualization. InfoWorld. Feb., Vol. 12. 

http://doi.org/US20130173773 A1 

Bhukya S., Pabboju S., Sharma K. V. (2016). Data security in cloud computing and out 

sourceddatabases. 2016 International Conference on Electrical, Electronics, and 

Optimization Techniques (ICEEOT), pp. 2458-2462. 

http://doi.org/10.1109/ICEEOT.2016.7755135 

Clarke G. (2009). Microsoft's azure cloud suffers first crash. The Register, No. 16, 

http://www.theregister.co.uk/ 2009/03/16/azure_cloud_crash/  

Ferrie P. (2007). Attacks on virtual machine emulators, white paper. Symantec Corporation. 

http://www.symantec.com/avcenter/reference/Virtual_Machine_Threats.pdf  

Fowler G., Worthen B. (2010). The internet industry is on a cloud – whatever that may mean. 

The Wall Street Journal. 

Grobauer B., Walloschek T., Stöcker E. (2010). Understanding cloud-computing vulnerabilities. 

IEEE Security and Privacy, Vol. 99. http://doi.org/10.1109/msp.2010.115 

Han J., Liu Y., Sun X., Song L. (2016). Enhancing data and privacy security in mobile cloud 

computing through quantum cryptography. 2016 7th IEEE International Conference on 

Software Engineering and Service Science (ICSESS), pp. 398-401. 

http://doi.org/10.1109/ICSESS.2016.7883094 

Jensen M., Schwenk J., Gruschka N., Iacono L. L. (2009). On technical security issues in cloud 

computing. in IEEE ICCC, pp. 21-25. http://doi.org/10.1109/CLOUD.2009.60 

John M. (2001). An internet critic who is not shy about ruffling the big names in high 

technology. New York Times. No. 9.  

Kandukuri B. R., Paturi R., Rakshit A. (2009). Cloud security issues. in Proceedings of the 

2009 IEEE International Conference on Services Computing, pp. 517-520.  

Kulshrestha V., Verma S., Challa C. R. K. (2016). A comprehensive evaluation of 

cryptographic algorithms in cloud computing. 2016 International Conference on Inventive 

ComputationTechnologies (ICICT), pp. 1-5. 

http://doi.org/10.1109/INVENTIVE.2016.7823268 

Narayana V. L., Bharathi C. R. (2018). Multi-mode routing algorithm with cryptographic 

techniques and reduction of packet drop using 2ACK scheme in MANETs. in Smart 

Intelligent Computing and Applications, Springer Nature, Singapore, Vol. 1, pp. 649-658. 

Popovic K., Hocenski Z. (2010). Cloud computing security issues and challenges. in The Third 

International Conference on Advances in uman-oriented and Personalized Mechanisms, 

Technologies, and Services, pp. 344-349. http://doi.org/10.1109/ITA.2013.91 

Steve S. (2009). Cloud computing and EMC deal. New York Times. Feb. 25, 2009. pp. C 6.  

Subha T., Jayashri S. (2017). Efficient privacy preserving integrity checking model for cloud 

data storage security. 2016 Eighth International Conference on Advanced Computing 

(ICoAC), pp. 55-60. http://doi.org/10.1109/ICoAC.2017.7951745 

Swathi R., Subha T. (2017). Enhancing data storage security in cloud using certificate less 

publicauditing. 2017 2nd International Conference on Computing and Communications 

Technologies(ICCCT), pp. 348-352. http://doi.org/10.1109/ICCCT2.2017.7972299 



222     ISI. Volume 23 – n° 5/2018 

 

Youssef A. M. (2018). Operations of electric vehicle traction system. Mathematical Modelling 

of Engineering Problems, Vol. 5, No. 2, pp. 51-57. http://doi.org/10.18280/mmep.050201 


