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The vehicular ad hoc networks (VANETs) face serious privacy threats, due to the numerous 

vehicles, variable node speeds and network openness. To tackle the threats, this paper proposes 

a conditional privacy protection (CPP) mechanism based on group signature anonymous 

authentication and the cryptographic algorithms of bilinear pairings on elliptic curve. Unlike 

most existing group signature mechanisms, this mechanism can achieve anonymous and non-

connectable conditions at the same time, and allow the trust authority (TA) to track the identity 

of the sender of any controversial message. Finally, simulation results show that the CPP 

outperformed the group signature-based (GSB) protocol and the human anonymous keys-

based (HAB) protocol in verification speed, tacking efficiency and scalability. 
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1. INTRODUCTION

Vehicle-to-vehicle and vehicle-to-roadside 

communications architectures coexist in vehicular ad hoc 

networks (VANETs) to provide active safety for vehicles. The 

communications are supported by sensors, wireless channels 

and the vehicle-mounted computing platform. However, the 

wireless signals in the VANETs are prone to be eavesdropped 

and maliciously modified. For example, the attackers may 

alter the key information of vehicles, such as location and 

license plate number [1, 2]. Therefore, the VANETs security 

and privacy have become a research hotspot in recent years. 

In the VANETs, both the identity and location of a vehicle 

should be kept private, i.e. non-connectable, undeniable and 

untraceable. The identity and location privacies are usually 

realized through anonymity or pseudonym. Many valuable 

solutions have been presented to achieve the anonymity of 

vehicle identity, namely, public key encryption, symmetric 

key, group signature (e.g. ring signature, elliptic encryption, 

hyperbolic mapping) and identity-based encryption. Hubaux 

et al. [3] were the first to use a set of public key pairs and 

certificates to realize VANETs pseudonym communication, 

and introduce electronic license plate as a special identifier of 

vehicles to satisfy special demands. Raya and Hubaux [4] 

proposed the human anonymous keys-based (HAB) protocol 

to satisfy non-connectivity based on anonymous certificate. 

Relying on the traditional public key infrastructure (PKI), the 

HAB protocol hide the real identity of the vehicle with 

numerous anonymous certificates issued by the certification 

center, and prevents illegal tracking through periodic 

replacement of certificates. 

Group signature is the most promising technology for 

conditional privacy protection. Drawing on group signature 

and pseudonym communication mechanism, Erritali et al. [5] 

designed a geographical location routing plan to protect 

routing security and location privacy. This practical plan can 

effectively protect the information of node geographical 

location and user privacy, and withstand various active and 

passive attacks. To achieve fast authentication, Song et al. [6] 

put forward the vehicle authentication plan of ZL 06 group 

signature, which enjoys strong security, high efficiency and 

short signature length. Zhang et al. [7] added the signature 

public key into the signature parameters, such that the 

signature identity can be decrypted and verified without 

generating any redundant data.  

The elliptic curve cryptography (ECC) stands out for its 

ability to provide a high level of security with small keys. Lin 

et al. [8] proposed a group signature-based (GSB) protocol that 

integrates bilinear mapping into group signature. The GSB 

protocol does not need to store many kana keys or certificate 

in the vehicle unit, but only one private key and group public 

key. In addition, the certificate revocation list is very short and 

easy to update [9]. Liu et al. [10] coupled bilinear mapping 

with elliptic curve, creating a secure and effective group 

signature plan with road side unit (RSU) as group 

administrator. However, there are many problems with the 

security and privacy plans based on group signature: the group 

members are difficult to be deleted safely and effectively, and 

the signature algorithm is highly complex, to name but a few 

[11-13]. 

In general, the above studies face two common problems. 

First, the group administrator needs to manage numerous 

private keys, for each group member is allocated with a private 

key and member certificate. This calls for an effective 

algorithm to decrypt the signature. Second, the privacy 

protection of group members is conditional. If a member has 

caused a fault or harmed the VANETs security, its privacy 

should be exposed temporarily for investigation by the 

authorities. Our research aims to solve these two problems 

effectively. This paper studies the security and privacy 

protection mechanism of the VANETs, and then proposes a 

conditional privacy protection (CPP) mechanism based on 
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group signature anonymous authentication. Under this 

mechanism, the anonymous and non-connectable conditions 

can be achieved at the same time; the trust authority can track 

the identity of the sender of any controversial message. 

Neither function is possible in most existing group signature 

mechanisms. 

 

 

2. CONDITIONAL PRIVACY PROTECTION BASED 

ON ELLIPTIC CURVE BILINEAR MAPPING 

 

2.1 Elliptic curve bilinear mapping algorithm 

 

2.1.1 Elliptic curve cryptography 

The ECC is a new generation public key cryptosystem with 

high security, small key and good flexibility [14, 15]. The 

elliptic curve password achieves the same level of security 

with a shorter key than the Rivest-Shamir-Adleman (RSA) 

password. The previous research has shown that the safety of 

a 1,024bit RSA password can be realized by a 160bit elliptic 

curve password. 

In the ECC, the bilinear relationship between groups can be 

defined as follows: 

It is assumed that the elliptic curve 𝐸𝑘 defined on finite field 

K satisfies the non-homogeneous Weierstrass equation [16]: 

E(K): 𝑦2 + 𝑎1𝑥𝑦 + 𝑎3𝑦 = 𝑥3 + 𝑎2𝑥2 + 𝑎4𝑥 + 𝑎6. 

where, 𝑎1 , 𝑎2 , 𝑎3 , 𝑎4  and 𝑎6 ∈ 𝐾 . Let ∆≠ 0  be the 

discriminant of 𝐸1. Suppose 𝐸1 and 𝐸2 are two elliptic curves 

defined on finite field K. If there exist u, r s and t that can 

transform equation 𝐸1 into equation 𝐸2 by: 

(x, y) → (𝑢2𝑥 + 𝑟, 𝑢2𝑦 + 𝑢2𝑥𝑠𝑥 + 𝑡). 

Then 𝐸1  and 𝐸2  are isomorphic. The isomorphism can be 

described as: 

𝐸1/𝐾 ≅ 𝐸2/𝐾. 

Let L be the extension field of K  and O be the point at 

infinity. Then, the L set of rational points on E can be 

expressed as: 

E(L) = {(x, y) ∈ L × L: 𝑦2 + 𝑎1𝑥𝑦 + 𝑎3𝑦 − 𝑥3 − 𝑎2𝑥2 −
𝑎4𝑥 − 𝑎6 = 0} ∪ {𝑜}. 

If the characteristic p of finite field K is greater than 3, then 

the equation can be transformed into 𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏 

through coordinates conversion, where  a  and b ∈
K and 4𝑎3 + 27𝑏2 ≠ 0. 

 

2.1.2 Bilinear mapping 

Let G and G' be two additive cyclic groups, and 𝐺𝑇  be a 

multiplicative cyclic group. Suppose these three groups have 

the same order q, that is, |G| = |G′| = |𝐺𝑇| = q. It is assumed 

that P is the producer of G, P′ is the producer of G′, and Ψ is 

the isomorphism function from G′ to G, i.e. 𝛹(P′) = P. 

Then, an effective bilinear map can be established as: 

𝑒: G × G′ → 𝐺𝑇, where 𝑒 has the following features: 

(1) Bi-linearity: for all the 𝑃1 ∈ 𝐺 , 𝑄1 ∈ 𝐺′and a, b ∈ 𝑍𝑞
∗ , 

there exists 𝑒( 𝑎𝑃1 , 𝑏𝑄1) = 𝑒(𝑃1, 𝑄1)𝑎𝑏 . 
(2) Computability: for any 𝑃1 ∈ 𝐺 and 𝑄1 ∈ 𝐺′, there is an 

effective algorithm to compute 𝑒(𝑃1, 𝑄1). 

Next, the bilinear map e can be constructed through 

improved Weil pairing or Tate pairing on the elliptic curve. 

For example, the Tate pair on Miyaji-Nakabayashi-Takano 

(MNT) curve provides effective performance, where G ≠ G′. 
The one-way isomorphism Ψ can be implemented with the 

trail map, when q is a prime number of 160bit. Then, G can be 

expressed as a prime number of 16bit [17, 18]. According to 

the construction of e, the discrete logarithm problem of G can 

reach the security level of 80bit [19]. 

 

2.2 The design of CPP 

 

Figure 1 shows a typical three-layer VANET consisting of 

onboard units (OBUs), roadside units (RSUs) and the trusted 

authority (TA) [20]. The CPP protocol includes five steps: 

system initialization, establishment and update of the RSU 

neighbor list, generation of OBU key, signature and 

verification of messages, as well as tracking and certificate 

revocation of the sender of controversial message. 

 

 
 

Figure 1. Structure of a three-layer VANET 

 

2.2.1 System initialization 

Before using the system initialization algorithm, the system 

parameters should be generated in the following steps: 

(1) Under the given safety parameter K, run the bilinear 

parameter generator Gen with TA to produce a set of bilinear 

parameters (q, G, G′, 𝐺𝑇, 𝑒, 𝑃, 𝑃′). 
(2) Select random numbers u and v ∈ 𝑍𝑞

∗  with TA as the 

self-determined master key, and compute U = uP ∈ G, U′ =
uP′ ∈ G′ and V = vP ∈ G. 

(3) Select the hash functions in two cryptographies 𝑓 and 𝑔 

with TA, where𝑓, 𝑔: {0,1}∗ → 𝑍𝑞
∗; Select a secure symmetric 

encryption algorithm  𝐸𝑛𝑐𝑘() , where 𝑘  is the key of the 

algorithm. 

(4) Output the system parameters as follows: 

(q, G, G′, 𝐺𝑇, 𝑒, 𝑃, 𝑃′, 𝑈, 𝑉, 𝑈′, 𝑓, 𝑔, 𝐸𝑛𝑐𝑘()). 

Then, the system parameters and master keys (u, v)  are 

inputted to the system initialization algorithm, such that the 

TA can extract the private key s𝑘𝑖 by inputting an ID 𝐼𝐷𝑖 .  

 

2.2.2 Establishment and update of the RSU neighbor list  

In the VANET, each RSU is fixed and wired to the adjacent 

RSUs. For each RSU, the adjacent RSUs in various direction 

can be collected into its neighbor list. This table contains the 

location information of all adjacent RSUs (e.g. the neighbor 

list {𝐿1, 𝐿3}of RSU2. 

The RSUs must be verified periodically by the TA to 

prevent possible attacks. Any RSU failing to pass the 

verification will be considered as undermined, and be reported 

to its adjacent RSUs. Then, the location information of this 

RSU will be removed from the neighbor list of each adjacent 

RSU. After the removal, the updated neighbor list will be 

broadcasted to passing vehicles. Upon receiving the broadcast, 

the OBU will replace the original neighbor list in the storage 

unit with the updated version. 
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2.2.3 Generation of OBU key 

Traditionally, each OBU must reserve a large space to store 

the member revocation list. In the CPP protocol, however, 

there is no need to make such a reservation. When the OBU 

reaches the coverage of the next trusted RSU ( 𝐿𝑗 ) in the 

neighbor list, it sends a request for anonymous key certificate 

to that RSU. To complete the communication of the request in 

the coverage, the vehicle speed and density should both be 

restricted. After receiving the request, the RSU will firstly 

check if the OBU is in the latest member revocation list of the 

TA. If yes, the RSU will reject the request. 

The OBU has a temporary private key𝑥 and an anonymous 

public key (𝑌, 𝑐𝑒𝑟𝑡𝑖) , which is consistent with 𝑥 . In our 

protocol, the request response includes two communications 

between the OBU and the RSU. The two communications 

were analyzed below to judge if they may face security risks. 

In the first communication, the OBU sends 𝑅1  and C to the 

RSU. 𝑅1  contains no private information of the OBU. The 

private information of OBU in C is symmetrically encrypted 

with  𝑅2 . The calculation of 𝑅2  requires that the random 

parameter 𝑟1 is generated by the OBU and has never been sent, 

or that the private key of RSU satisfies 𝐵𝑗 =
1

ℎ(𝐿𝑗)+𝑢
𝑃, where 

ℎ is a random oracle. Hence, it is very difficult for the attacker 

to calculate 𝑅2 without knowing 𝑟1 and ℎ. In other words, it is 

unlikely to obtain the private information of the vehicle by 

decoding C. 

 

2.2.4 Signature and verification of messages 

After requesting the temporary key pair (𝑥, 𝑌)  with 

certificate, the OBU will sign and send the message within the 

valid period. 

Step 1. Message formatting 

 

Table 1. Format of security message field 

 
Group 

ID 
Load Signature 

Anonymous 

key 

Temporary 

message 

2bits 100bits 40bits 26bits 121bits 

 

As shown in Table 1, the security message field covers five 

parts. The first part is the group ID, which identifies the group 

of the vehicle and represents the identity of the TA. The second 

part is the message load (100bits), including the current 

location, time, driving direction, speed and 

deceleration/acceleration of the vehicle or current traffic 

conditions. The third part is the signature 𝜎𝑀 of the message 

load. The fourth part is the temporary key pair (𝑥, 𝑌) of the 

OBU. The last part is the certificate of the temporary key. 

Step 2. Signing and sending the message 

(1) Select a random number r ∈ 𝑍𝑞
∗ to calculate R = rP ∈ G 

and 𝑠𝑟 = 𝑟 + 𝑥 ∙ ℎ(𝑀, 𝑅)𝑚𝑜𝑑 𝑞 , and then determine the 

signature 𝜎𝑀 = (𝑅, 𝑠𝑟). 

(2) Create a message 𝑀𝑠𝑔 : [I𝐷𝑇𝐴||𝑀||𝜎𝑀||𝑌||𝐶𝑒𝑟𝑡𝑖] 

according to the format of the security message and send it out. 

 

2.2.5 Tracking and certificate revocation of the sender of 

controversial message 

Let [I𝐷𝑇𝐴||𝑀||𝜎𝑀||𝑌||𝐶𝑒𝑟𝑡𝑖] be the controversial message 

𝑀𝑠𝑔. Then, the following algorithm is adopted to track the 

OBU that sends this message. 

Step 1. The TA quickly locates the RSU that issues the 

certificate 𝐶𝑒𝑟𝑡𝑖 in 𝑀𝑠𝑔 with the master key. 

(1) The TA obtains (𝑇𝑈, 𝑇𝑣) from the certificate 𝐶𝑒𝑟𝑡𝑖; 

(2) The TA calculates u𝐴𝑗 with the master key (𝑢, 𝑣): 

u𝐴𝑗: 𝑢𝑇𝑉 − 𝑣𝑇𝑈 = 𝑢𝐴𝑗 + 𝑢𝛼𝑉 − 𝑣𝛼𝑈 = 𝑢𝐴𝑗 + 𝛼𝑢𝑣𝑃 −

𝛼𝑢𝑣𝑃 = 𝑢𝐴𝑗. 

(3) Taking u𝐴𝑗 as a condition in the tracking list, the TA 

searches for the (I𝐷𝑗 , 𝑢𝐴𝑗)  input during registration. In this 

way, the identity I𝐷𝑗  of the RSU can be quickly determined 

through processing 𝐶𝑒𝑟𝑡𝑖. 

(4) The TA sends a search request to the RSU. 

Step 2. Upon receiving the TA’s request, the RSU searches 

the local certificate list, retrieves the pseudonym RI𝐷𝑗 of the 

OBU of 𝑀𝑠𝑔 sender, and returns the RI𝐷𝑗 to the TA. 

(1) The RSU obtains the anonymous public key Y from the 

message 𝑀𝑠𝑔. 

(2) Taking Y as a condition, the RSU searches the local 

certificate list and recovers the (RI𝐷𝑖 , 𝑌, 𝑅2, 𝜎1) stored during 

the OBU key request. 

(3) The RSU returns the pseudonym RI𝐷𝑗 of the OBU and 

the signature (𝑅2, 𝜎1) of Y to the TA. 

Step 3. The TA restores the real identity of OBU from the 

pseudonym RI𝐷𝑗. 

(1) The TA decrypts  RI𝐷𝑖 = 𝐸𝑛𝑐𝑣(I𝐷𝑖) with the master 

key 𝑣 and recovers the real identity I𝐷𝑗  from RI𝐷𝑗. 

(2) The TA validates the signature (𝑅2, 𝜎1)  of Y , which 

provides evidence of non-repudiation of the OBU request key. 

(3) The TA broadcasts the pseudonym RI𝐷𝑗  to all RSUs, 

and each RSU adds RI𝐷𝑗 into the local revocation list. Then, 

the OBU can no longer apply the temporary key from the RSU. 

In this way, the problem of certificate revocation in the 

VANETs can be solved effectively. 

 

2.3 Security proof 

 

2.3.1 Signature security 

In the random oracle model, the signature 𝜎𝑀 = (𝑅, 𝑠𝑟) can 

resist the existential forgery of the adaptive chosen-ciphertext 

attack. The signature safety was analyzed as follows: Suppose 

an enemy A, taking M and Y as inputs, outputs an existential 

forgery at a nonnegligible probability in the polynomial time. 

Let ℎ() be a random oracle. Then, the enemy A can produce 

two forgeries, namely, 𝜎𝑀 = (𝑅, 𝑠𝑟)  and 𝜎′𝑀 = (𝑅, 𝑠′𝑟) , of 

the same message M, using the same parameters and different 

hash functions, according to the forking lemma.  

Note that R = rP , 𝑠𝑟 = 𝑟 + 𝑥 ∙ ℎ(𝑀, 𝑅)𝑚𝑜𝑑 𝑞 and 𝑠′𝑟 =
𝑟 + 𝑥 ∙ ℎ′(𝑀, 𝑅)𝑚𝑜𝑑 𝑞 . Then, it can be computed that 𝑠𝑟 −

𝑠′
𝑟 = 𝑥(ℎ(𝑀, 𝑅) − ℎ′(𝑀,𝑅))𝑚𝑜𝑑 𝑞𝑥 = (𝑠𝑟 − 𝑠′

𝑟)(ℎ(𝑀, 𝑅) −

ℎ′(𝑀, 𝑅))−1𝑚𝑜𝑑 𝑞 . The computed result contradicts the 

discrete logarithm assumption, indicating that the signature 𝜎𝑀 

is unforgeable. In other words, the signature 𝜎𝑀  can resist 

attacks of false and fake messages. 

 

2.3.2 CPP security 

The security of the CPP was analyzed according to the 

requirements on group signature and our design objectives.  

(1) Unforgeability: Only group members can sign a message 

on behalf of the group. To produce a legal group signature in 

line with the CPP, the registered legal group members must 

compute the private key 𝑆𝑖  based on the system parameters 

and the TA master key. In other words, non-group members 

cannot sign any message on behalf of the group. 

(2) Anti-framing: Neither the group administrator nor any 

group member can sign any message in the name of any other 

member. The TA, as the group administrator, is a trusted agent 
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that will not pretend to be others in message signing. In 

addition, the private key 𝑆𝑖 used for signature is a combination 

of the TA’s master key and the identity 𝑅𝐼𝐷𝑖 of OBU. 

(3) Coalition resistance: The group members cannot 

conspire to produce an untraceable signature message. In the 

CPP, the TA can trace the real identity of the OBU, using the 

certificate in the protocol-compliant security message. This 

certificate is allocated by the trusted RSU, and not processable 

by the OBU. 

(4) Traceability: The TA can find the signer of controversial 

message.  

(5) Revocability of illegal members: The TA can revoke the 

membership of the sender of controversial message. The 

pseudonym of the sender will be sent to the RSU that assists 

the TA in the tracking process, and also added to the local 

revocation list. In this way, the malicious OBU will be 

excluded from the VANET. 

 

 

3. COMPARISON WITH RELEVANT PROTOCOLS 

 

To verify its performance, our CPP protocol was simulated 

on Matlab. The performance of this protocol was analyzed in 

four aspects: OBU storage overhead, request for temporary 

anonymity key, time cost of message verification and tracking 

complexity. 

 

3.1 OBU storage overhead 

 

This subsection compares the OBU storage overhead of the 

CPP, the GSB and the HAB [4, 8]. Both the GSB and the HAB 

have the function of conditional privacy protection.  

In the CPP, each OBU needs to store three items: the private 

key Si assigned by TA at registration, the temporary 

anonymous key pair with certificates assigned by the RSU, 

and the newly updated RSU trusted neighbor list. It is assumed 

that each item occupies a storage unit. Without needing to 

store the member revocation list, the OBU has only three 

storage units for storage overhead, i.e. SMy=3. 

 

 
 

Figure 2. Comparison of OBU storage overhead of the three 

protocols 

 

In the HAB, each OBU stores not only its own 𝑁𝑜𝑘𝑒𝑦 

anonymous key pairs, but also the anonymous public key and 

the certificate of public key for all members in the revocation 

list. If 𝑛 OBUs are revoked, the total storage overhead of the 

OBU in the HAB can be expressed as SHAB=(n+1)Nokey. The 

Nokey must be a large number, because OBU needs to change 

the anonymous key frequently. If Nokey is 104, the SHAB will be 

equal to (n+1)104. 

In the GSB, each OBU needs to store a private key assigned 

by the TA, plus n revoked public keys in the revocation list. 

Therefore, the total storage overhead of OBU is SGSB=n+1. 

Figure 2 shows how the OBU storage overhead of each 

protocol varies with the number n of revoked members. It can 

be seen that the OBU storage overhead of the CPP fluctuated 

less violently than that of the HAB or the GSB, with the 

growing number of revoked members. The results indicate that 

our protocol is superior to the HAB and the GSB in OBU 

storage overhead, an evidence of its good scalability of 

member revocation list. 

 

3.2 Request for temporary anonymous key 

 

Each key request must be responded within the effective 

coverage of the selected RSU, and the temporary key be 

generated under the exact time limit. This calls for constraints 

on the vehicle speed and density. Thus, the time cost of the 

response to the key request can reflect the efficiency of the 

protocol. In the CPP, this time cost mainly arises from two 

operations, namely, point multiplication and mapping. Table 2 

lists the time cost of the CPP measured by the MNT curve, 

with the embedding level k of 6 and q of 160bit. The two 

operations were executed on a Pentium IV CPU (3.0GHz). 

According to the results in the table, Tk=13Tpmul+tTpair=34.8ms. 

 

Table 2. The time cost of the response to the key request 

 
Symbol Description Time cost 

𝑇𝑝𝑚𝑢𝑙  Time for each point multiplication 0.6ms 

𝑇𝑝𝑎𝑖𝑟 The time for each mapping 4.5ms 

 

The following assumptions were made to simulate the 

actual scenario: 

(1) According to the highway speed limit and vehicle 

performance, the average speed v was set to 10~40m/s. 

Besides, the effective coverage Rrange of each RSU is assumed 

to be 300m. 

(2) Considering the actual situation of China’s highways, 

the simulated highway is assumed to be a two-way four-lane 

highway. In the effective coverage of the RSU, the vehicle 

density 𝑑 is assumed to vary from 100 to 300. Since the OBU 

needs to request for a key in the coverage of a new RSU, the 

total number of key requests Sreq of all OBUs in the effective 

coverage of the RSU Sreq must be equal to 𝑑. 

 

 
 

Figure 3. Key processing rate of the RSU 
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Figure 3 shows the key processing rate 𝑆𝑟𝑎𝑡𝑖𝑜 of the RSU 

with the changes of 𝑣 and 𝑑, where 100d300 and 10v40. 

It is easy to infer that the RSU effectively handled the key 

requests in most cases, for the Sratio=1. With the growth in v 

and d, the Sratio gradually declined, and the decrease was over 

70% at the most. Hence, the CPP is both feasible and effective. 

 

3.3 Time cost of message verification 

 

In the CPP, it takes 11 point multiplications and 3 mapping 

operations to verify a message. Hence, the time cost of 

message verification is: 

 TMy=11Tpmul+3Tpair=110.6+34.5=20.1ms. 

In the GSB, the time cost 𝑇𝐺𝑆𝐵  of message verification 

depends on the number of revoked OBUs in the member 

revocation list. According to the literature, 

TGSB=6Tpmul+(3+2n)Tpair=60.6+(3+2n)4.5=17.1+9n(ms). 

Thus, the time overhead ratio of the CPP to the GSB can be 

expressed as T =
𝑇𝐺𝑆𝐵

𝑇𝑀𝑦
. 

 

 
 

Figure 4. Time overhead ratio 

 

Figure 4 shows how the time overhead ratio varies with the 

number n of revoked members. It can be seen that, with the 

increase of n, the T value increased significantly. Hence, the 

CPP outperformed the GSB in the cost of message verification. 

The more the number of revoked OBUs in the member 

revocation list, the greater the advantage of the CPP. 

 

3.4 Tacking complexity 

 

The tracking complexity of the CPP hinges on the 

computing complexity of the TA. The linear and binary search 

algorithms were adopted in the CPP, the HAB and the GSB to 

compare the computing complexities of the three protocols. 

The symbols of computing complexity are described in Table 

3. The tracking complexities are listed in Table 4. It can be 

seen that the CPP achieved better results than the HAB and the 

GSB in linear search, and comparable effects with the latter in 

binary search.  

 

Table 3. Symbol description 

 
Symbol Description Magnitudes 

𝑁𝑟𝑠𝑢 The number of RSUs in the system 104 

𝑁𝑟𝑘𝑒𝑦 The number of anonymous keys 

processed by an RSU in a cycle 
103 

𝑁𝑜𝑏𝑢 The number of OBUs in the system 107 

𝑁𝑜𝑘𝑒𝑦 The number of anonymous keys of an 

OBU 
104 

Table 4. The tracking complexities of the three protocols 

 
Protocol Linear search Binary search 

CPP 𝑂(𝑁𝑟𝑠𝑢 + 𝑁𝑟𝑘𝑒𝑦) 𝑂(log (𝑁𝑟𝑠𝑢 ∙ 𝑁𝑟𝑘𝑒𝑦)) 

HAB 𝑂(𝑁𝑜𝑏𝑢 ∙ 𝑁𝑜𝑘𝑒𝑦) 𝑂(log (𝑁𝑜𝑏𝑢 ∙ 𝑁𝑜𝑘𝑒𝑦) ) 

GSB 𝑂(𝑁𝑜𝑏𝑢) 𝑂(log (𝑁𝑜𝑏𝑢)) 

 

 

4. CONCLUSIONS 

 

In recent years, the VANETs have undergone rapid 

structural changes to enhance the real-time communication 

between nodes. This calls for a quick and effective method for 

security authentication of vehicles in the network. This paper 

develops an anonymous authentication mechanism for data 

security and privacy protection of VANETs. The mechanism 

realizes anonymous authentication based on the features of 

elliptic curve cryptography, such that no identity information 

will be leaked in wireless channels. Simulation results show 

that the CPP achieved faster message verification, consumed 

fewer space, and realized lower computing complexity than 

common protocols, while ensuring the privacy and traceability 

of messages. The future research will try to realize secure 

communication in congested environment, using mobile RSUs. 
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